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SMC

FOREWORD

This booklet has been created to provide essential information regarding the services provided to Alarm
Companies and End Users for the provision of both Alarm & CCTV monitoring services by SMC.

Split into two parts, the booklet now provides essential administrative & operations procedures set out for both
SMC Custodian for alarm monitoring & SMC Vision for CCTV monitoring, where:

Part 1 applies to SMC Custodian - Alarm Monitoring

Part 2 applies to SMC Vision - CCTV Monitoring

SMCPCCUSO001 Issue 30.1 — April 2022 Page 2 of 105



CONTENTS

PART 1 - SMC CUSTODIAN

L INTFOAUCTION e 7
S ToTo] o1 PP PP TP UPTPPPRPTTPI 7
1.2 NOrMALIVE RETEIENCES ..o i ittt e et e e e e e e s e en e eeeaeeeeaannes 7
1.3 REQISIration & APPIOVAIS .......viiiiiiiiii ittt ettt e et e e et e e et e e e b e e e e nnneas 8
1.4 Release INTOMELION ......eiiiiiiiiie e s e s sttt e e st e e s s sbee e e enbeeeeenntees 8
1.5 CONLACE DELAIIS .....veeeieiiieii ettt e e e st e st e e e et e e e ennb e e e e nbe e e e e nbee e e e nnnes 9

2. Technical INFraStrUCTUIE .......ooiiiiiiiiie e 10
2.1 Monitoring Structure, Disaster Recovery and Business ContinUIty ...........cccouvveeeiiiieeeiiieeeenns 10
2.2 Telecommunications (VOICE and datA)...........cueeeiiiiiiiiiiiiiee ettt ee e 10
2.3 MoNitoring ProdUCE APPIOVAL ........o.uiieiiiiiiee ettt et e et e e b e e e snneeeeaaes 11

3. ARC AdMINISTIAtION ..uuiiii i e e e e e e e e e et e e e e e e e e e e eann s 12
3.1 ARC AdmInNiStration DEPAITMENT .......ccoiiuiiiiiiiiiee ittt e et e e e sbneeeeanes 12
3.2 Data SECUNLY (PASSWOITS) ... .veeieiiiiieeiitiie ettt e e sttt e sttt e e st e e e st e e e s abbe e e e s bbeeeesnbbeeeesbneeeeanes 12
IR IS = o F= U0 B o 1 0 1 PR 12
K O oo S TP PP PP PUPPPTPPPPPIN 12
KT N = A @] o 1= Tox 1 o] o <RI 12
3.6 Transferring SYStemMS t0 OUF ARC.......oo ittt e e sen e e e 13
3.7 Transferring Systems t0 an alternative ARC ...........uviiiiiiiieieiiieeieeeieierereeererererereserererererer——.. 14
3.8 Takeover of another Company’s Monitored Connection at our ARC ...........ccccceeeeiiiiiiiieeneeenn, 15
IR I N F= T T @ 1T U= o o P PPPPPPPNS 15
3.10 Critical Data OMISSIONS (CDO).....uuuuuirieieirieeieeeaeeeeeeeaeeeerrrereeeeerereereererer—.——————————————————————————. 16
G 700 I I - = B O 4 =V o =TSP PPPPPPNS 16
3.12 Monitoring Suspension & REINSIAIEMENT ............uuuuiriieieiiriiiieerereereereeererereerrererererere——————. 17
0 I N @= Tg [o7= ]| = o) o PR 17
3.14 Confirmation of Administrative INSITUCLIONS .........coiiiiiiiiiiie e 18
T RSl oY=t oo £ PP TP PSR PPPTPPPRPN 18

4. Commissioning Approved Monitoring ConNectionsS .........ccoevvevvviiiieeeeeeeeeeiiinnnn. 21
4.1 MONILOIING PrOOUCES ... . s 21
4.2 COMMISSIONING PrOCEAUIE ... 21
4.3 CommIsSIONING CertifiCAtION ........coiiuiiiiiiiiiii e 22

5. Alarm MoNItOring RESPONSES ...uuuiiiii et e e e e e e e e e e e e e e e e eennn s 23
5.1 Alarm ReSpPONSE PErfOrMANCE .........uuuiviiiiiiiiiiiiiiiieieeeiseeseesssesseesssesssssaseserererersresererarrrrrerr.. 23
5.2 General Requirements — Alarm Signal PrOCESSING ........uuuuruerrrereriereerieerererersrsrererereeererer... 23
5.3 Fire and POlICE (AQENCIES) ...uuuuuueiueiirirereeieeeeeeeeesaeeseeesaseeseereeeeeeeeereereeree....—.————————————————.—. 23
L 1 (=Y Vo T o 13 PP PPPPPPPPRS 24
5.5 MiS-OPEratiOnN SIGNAIS ......ueuuuiiiiiiiiiiiiiiereeieereeeeeseaeeeereeaerereeree—.———————.—.—————————————.————————————————————————. 24
LG 1= AN = U 2 R 25
5.7 Personal Attack/Hold-up Alarm CONItIONS ..........ccueiiiiiiiiiiiiiiee et 25
ST [ (BT =T =T o R 29
5.9 Types of Confirmed INtrUder AIAITN ..........ooiiiiiiie e e e ee e 30
5.10 Path Failure Alarm CONAItIONS .......eiiieeiiiiiiiiie e s e e e e e s s r e e e e e s snnnraeereeeees 32
5.11 Fault and Other Advisory Alarm CONItIONS ........c.eeiiiiiiiiiiiiiiee e 33
5.12 LINKAOWN IMESSAGE ......eeeeeieeeee ittt ettt e e ettt e e e e e s e s bbbt e e e e e e e s e abbbe e e e e e e e e e anbbbaeeeaaaaeas 35
5.13 Late Restoral Alarm ConditioNS (LRAC) .......uiiiiiiiiiiiie ettt e e e e 36
5.14 Systems with Opening and Closing Time Schedules...........oooiiiiiiiiiiii e 36
5.15 Digital CommuniCator — TIMEr TESES .....oiuiiiiiiiie ettt e e e e abbae e e e e 36
5.16 UNKNOWN SIGNAIS ... ettt e ettt e e e e e s e b bbbt e e e e e e e e snbbbaeeeaaaeaas 37
5.17 EXCESSIVE SIONAUS ...ceiiitiiieiitiiee ettt ettt ettt e sttt e e e st e e e sbe e e e s anbe e e e e snbeeeeeabbeeeeabbeeeeane 37
5.18 Calling ContactS/KEYNOIAEIS ......uviiiiiiiiiee ettt e e sbee e e e 37
5.19 CalliNg PrEMISES .....eiiiiitiiieiitiie ettt ettt et e e e et e e e s bb e e e aabb e e e e sabeeeeeabbeeeesbbeeeeanes 39

SMCPCCUSO001 Issue 30.1 — April 2022 Page 3 of 105



SMC

5.20 Adverse Weather & Unforeseen CirCUMSLANCES .........cuvvviiiiiiieeiiiieeeiniieeeessiieeeessieeeeesnineee e 39
5.21 Mezzanine Services — SMart RESPONSE ......uuviieeeiiiiiiiiiireeeeeiiiiieeereeeesssstntreeeeeessssannrnnereaeaes 40
5.22 Multiple Signalling SIES/SYSIEMS ......ccciiiiiiiieee e e e e e e e s s nrrrareeeeee s 40
5.23 Multiple Path Failures (Flood Conditions - WebWay)..........cccccoiiiiiiiiiiiiiiiee e 41
5.24 Reasonable Alarm Monitoring and Associated Charges..........ccocuveeiiiiieeiiiiiee e 41
IS @ L4017 2 LT T o R 41
5.26 Pre ACPO RESPONSES ....coiiiiiiiiiriiiiiie ettt ettt e e e st e e e e s s s r e e e e e e s s rrreeeeaee s 42
5.27 Suppression of Sites Reporting ContinUOUS SigNalS...........ccuveeiiiiiiiiiiiieeciieee e 42
6. Placing a System On Or Off TSt ....coviiiiiiiiiiiiiiiiiiieeeeeee e 43
0 A =T T T @ o 1 1T 1SR 43
6.2 TOUCH TOF ENQINEETS ....eeeiiiiiiieie ittt ettt ettt et e e st e e e st bt e e e aabe e e e e sbeeeaeabneeeeaaes 43
6.3 SMartTEST (Customers — Fir€ ONIY) ......ooeiiiiiiieiiiiee ettt 43
6.4 SmartTEST Manual (CUStOMErS — Fir€ ONIY) .....ccoouuiiiiiiiiii et 44
7. Remote Restore (RemMote RESEL) ....cccvvviiiiiiiiiiiiiiiiiiiieeeeeeeeeeeee e 46
7.1 Remote RESIOre PrOCEUUIES ........uuuiiiieeiiiiiiie ittt ettt e e e e e e s st e e e e e e s snebbreeeeaee s 46
A 5 =T 1S3 1= 1o P PPPPPPNS 47
7.3 Remote ReStOre DY COMPANY ....coiuiiiiiiiiiee ittt e et e e e nbb e e e sbbeeeeaaes 47
7.4 Remote ReStOre FIOWCKHAIT............uuiiiieeiii e e e e e s e e e e e s 47
8. Company liability for accuracy of data held and system status at the ARC ...... 48
8L ANNUAT AUGIL ...ttt e ettt e e e e e s e s bbb e et e e e e e s e ababb e e e e e e e e s annbbneeeeaeeeas 48
8.2 Company Maintenance & Corrective ACtIONS VISILS .........uuuuuiueiieiiiiiiiiiieiiireiersrererererererenenee. 48
8.3 Company review and action 0f ARC REPOIMS ........uuuiiiiiiiieiriiiiieieretreererererrrerererererereree—————.. 48
9. Technical INTOIrMATION .. ..uuuiiiiiiiiiiiiiiiie bbb nabnnnnnnnnes 49
9.1 Use of Alternative Call PrOVIAEIS ... ..ccieei it ee e e et e e e e e e s snnnnaeeeaeeeeas 49
9.2 215t Century Network and NGN'’s (Next Generation Networks) ..........coccceeviiiieeiiiiieeeiiieeeennns 49
9.3 Using Contact ID/SIA to Overcome 21CN and NGN’s Update .........cccccvvveiiiiieiiiiiiiie e 49
10. Product Support Software (Smart SUIte) .....cooeeveeeeeiiiii, 51
10.1 SMAMPAC ... 51
0 T2 I 15 L4 PP 51
10.3 SMAMFOIMS ... 51
00 o o L o] g = VST =T VA T o] = 52
11.1 Out of Hours Emergency Demand Service CallS .........ccooviiiiiiiiiiiiiiiieeieee e 52
A 1Y 0 To] [0 1] B O PSR P PR PPRP 52
11.3 Lone Worker MONITONNG SEIVICES .......uiiiiiiiiiiiiiiie ettt et 55
11.4 Telecare MONITONNG SEIVICES .......iiiiiiiiieiitiee ettt e st e et e e 56
11.5 Mentor Services — CASH (Contract Administration and Service HiStory) .........coccevvciveennnnne. 56
D22 D T &= W o 0 (= o f o ] o O 57
12.1 General Data Protection Regulations (GDPR) ..o 57
12.2 Audio Recording for ARC Telephone ConversationsS...........ccoovuiieeiiiiieeiniiiee e 57
13. CeSSAtION Of SEIVICES ...uuuuiii i e ee ettt e e e e e e e e e e e e e e aaran e e aeees 61
N S O S U T 0] 01 1= 5 PR 61
ST €1 o 133> 1 62
(G O] o ] o= 1 Lo ] o TS 65

SMCPCCUSO001 Issue 30.1 — April 2022 Page 4 of 105



SMC

CONTENTS
PART 2 - SMC VISION

IR [ o Yo [ o o 1 o I 70
2. General INTOrmMatioN ... e 72
2.1 Police Response/URNs (Unique Reference NUMDEIS)........cooiiiiiiiiieiee i 72
2.2 Alarm Company SECUIMLY COUES .....ueiieeeiiiiiiiiiieie e e iesiieee e e e e e s s st rr e e e e s s ssantrr e e e e e e e s sesnraneeaaeaeas 72
2.3 ENd USEI SECUMLY COUEBS .....itiiieeiiiiiee ettt ettt ettt ettt e et e e st e e e s bb et e e sabb e e e e s bbeeeeabneeeeanes 72
2.4 CONNECHION FOMMS ...uiitiiiiiiiietiieieeeeeeseeseseesseresesssssssssesssssesssrssssessssssssssssssssssssssssssssssssssssssssssrsnsres 72
2.5 Instructing the Alarm ReCEIVING CENIIE ........ocuiiiiiiiiiie ittt 73
. CCTV OVEIVIEW ..ttt ettt et e e e e e e e e et e e e e e et e e e e e et e e e e esaan e eeeesaanaeaeens 74
3.1 Remotely Monitored CCTV INSLAllAtiONS ..........euueiiiiiiiiiiiiiiriiiiiiieieeseereeesesereeereeeseeererrrerere——.. 74
3.2 CCTV SUIVEIIIANCE SYSLEIM ....viviviiiiiiiiiiieiieeeeeaseeaeessessssaesssesseseeeesreereererererererererernrerererrr 74
3.3 SYSIEM CONFIGUIALION .....eeeeiiitiie ettt et e e e sb bt e e e sabr e e e e snbb e e e e sbbeeeeanes 74
3.4 Definitions and ADDIEVIATIONS ...........viiiiiiiiiiieiieieieeeieeeiereeeeeeeereeresreereerarererer.r.r——————.———.—————————————.. 74
RS &L O IV 1Y (oo 1 (o] 1 oo [P TP PP PP PP TPUPPPTPPPPPN 75
3.6 INStAllation SLANUAIAS .......vvviriiiiiiiiiiiiiieeieeeeeeeeteeeaereeeeeeereeeereeeaeearsressssssrsrassssrsssrssarererersrerrrerereres 75
3.7 CCTV DeSign CONSIAEIALIONS.....cciuviiieiitiiee ettt ettt e et e e et e e e sbb e e e snbbeeeesbbeeeeaes 77
3.8 Management Of CCTV SYSIEMS ... ..uiii ittt ittt ettt et e et e e et b e e e s nbbeeeesbneeeeanes 77
4. CCTV MONITOrNG CONIACTS .uuuuiiieieeiieiiiiiiie e e e e e e e e e e e e eeeeann s 80
O 1= T 80
4.2 RESPONSIDITIES ..ottt et e st e e s nabb e e e s snnneee s 80
LN A @01 11 - Tox I Lo Tox U1 1= o | £ 0 80
5. ConNection Of CCTV SYSTEMS ....uuiiiiiiiiiiiiiiiiiiiiiiiiieiiiieiiebbbbbbbee bbb nnnaanane 81
5.1 HOW t0 OrganiSe @ CONNECTION ......uuuiiiieeeiiiiitiiie e e e ettt e e e e e sttt e e e e e e e st e e e e e e e s s nnbbneeeeaaeeas 81
5.2 Preliminary TESHING .......uuiieeiee ittt ettt e e e ettt e e e e e e s bbb e et e e e e e e snbbbaeeeeaeeeas 81
5.3 MaKIiNG @ SYSIEIM LIVE .....eeiiiiiiiiiiiiiiiie ettt e e e et e e e e e e e nbbbaeeeeaaeeas 81
6. Commissioning of INStallatioNS ........cccooiiiiiii e 82
5.1 OVBIVIBW ...ttt ettt ettt e oo ettt et e e o4 oo a bbbttt e e e e o4 e aa kbbb e et e e e e e e e nbb bbb e e e e e e e e anbbbbeeeaaeeeas 82
6.2 COMMISSIONING PrOCEAUIE ...ttt e e et e e e e e e bbb e eeeaaeeas 82
6.3 COMMISSIONING REQUIMEIMENTS.......euiiiiiiiii ittt e e e e et e e e e e e s s nrbbreeeaaa e s 82
6.4 ACCEPIANCE Of SYSTEIM ...iiiiiiiiiiiiiiiiiitiititeteteteeeeeeeaeeeaeasasaeseseeeeaeesessesssssasssasssssssssssesssssssssssnnsrnnnnns 83
7. Incident Handling OPLtiONS .....oooviiiiiiii i e e e e e eeanes 84
7.1 OVEBIVIEW ...eeveeieeteeeeeeeteeeeeeeeeeeeeae e teaeteaeaes e s aaesesessaesesaasssssssssssssssssssssssssssasssssssssesssnsnsesasesssnnnnnnennrns 84
A2\ (o] a1 (o] 1T T @] 11T ] o TSP PPPPPPRS 84
8. CCTV INCIAENt MONITOTING c.eiveiiiiiie e e e e e e e e e e 86
8.1 Active INCIdent HANAING ......oovuiiiiiiiee ettt e e b e e e 86
8.2 RESPONSE PIAN ..ttt e et e e st bt e e e st b e e e e bbe e e e araeeeeane 86
SRR ado] [[od Y [ a1 (=Y aVZ=T o1 d (o] o ISP PPPPPPPPPPPPPPRS 86
8.4 Calling ContactS/KEYNOIUEIS ......coouiiiiiiiiiee ettt e et e e sbneeeeanes 87
8.5 Al Analytic AlArm FIlEEIING .....veiiiiiiiiee ettt e et e e et e e e s eneeeeanes 88
8.6 Proactive CCTV MaiNteNANCE ChECK ..........uuiiiiiiiiiiiiiiiieiietsieieessesesseesasesssereressrererererererer————.. 88
S B = LIS SR AN =T 0 USSP 88
o T R T o LT = | PP PUPPPPPPPPPPPPPPPRS 88
9.2 MUILIPIE FAISE ALGIMS ...ttt ettt ettt e e e st bt e e e sabe e e e e anbbeeeesbbeeeeanes 88
9.3 DiSADIEMENT PrOCEAUIE .....evitiiiiiiiiiteiieeeeeeeeeeeeveeeteteeeeesesesesesseasssessssssssasssssssssssssssssssessssssssrsrereres 89
LS W (T I o] oo 11T L PP PTPRPPTPPP 89

SMCPCCUSO001 Issue 30.1 — April 2022 Page 5 of 105



10. REMOLE ACCESS 10 SO .uuuuiiiii i e e e e e e eaees 90
10.1 Preventative MainteNanCe ..........coooviviiiiiiie e 90
10.2 Corrective MainNteNaNCe...........cooviiiiiiiee e 90
L0.3 WK TESHNG -ttt e et e e et e e e e bt e e e st bt e e e anbr e e e e anbre e e e annes 90
11. ReCOrds @and REP OIS .. .cco i 91
111 OVEIVIEW ... 91
11.2 Detail of RECOIAS .....coooiiiiieeee 91
G I L= oo 4 PP PP PR PPPUPTPRPPT 92
12, QUANITY CRECKS .. e e e e e e 92
13, SEIVICE LEVEIS ..ottt e e e e e e 93
13.1 INCIdeNt RESPONSE TIMIE ... .iiiieiiiiiie ettt st e et e e s et e e e anbre e e e anens 93
13.2 Local System Fault REPOIMING ......oooiiiiiieiiiiie ettt 93
13.3 Telephone RESPONSE .....ccoovvieieieeeee e, 93
13.4 Incident INVESHIGAatiON .........cocveiiieieeee e 93
13.5 Customer COMPIAINTS ......cooviiiiiiceeee e 93
13.6 EVENE REPOIMING ...cceieiiieieee e 94
13.7 NeW Sit€ CONNECHION ....ccceieieeeee e 94
13.8 Adverse Weather & Unforeseen CirCUMSLANCES.........ccccevvviiiiiiiiicceeeeeeeeeeeeeee e, 94
I DT = W o 0] =T od f o ] o O 95
15. Video Verified SYSTEMS ... 96
16. CeSSAtiON Of SEIVICES...uuuii it e e e e e e 96
Appendix A — SMC Privacy Notice (“Notice”) ..., 97
Appendix B — Operator ASSIST PrOCESS .....cooovviieeeeeeeeeeeeeeeeeeeeee e 101
Appendix C — Typical CCTV System Policy Statement ............cccoeeeeeiiiiiiiiiiinneeeen. 102
Appendix D — Surveillance Camera Code of Practice — 12 guiding principles.....104
Appendix E = Summary of Key changes to this document (Issue 30.1) ............... 105

SMCPCCUSO001 Issue 30.1 — April 2022 Page 6 of 105



SMC

PART 1 - SMC CUSTODIAN

1. Introduction
1.1 Scope

This booklet and the material recorded herein is the property of Security Monitoring Centres UK&I trading as
SMC Custodian and shall not be used or copied without our express permission. Companies who connect
monitored services with us are entitled to use extracts from this document to form their own terms and
conditions of service to their customers.

This booklet sets out essential information regarding the administrative and operational services provided to
Companies and End Users for the provision of monitoring services and should be read in conjunction with our
standard terms and conditions. Although we have attempted to cover all aspects of service provision, the
references cannot be exhaustive and our trained staff are always available to assist you further.

Prior to connecting systems to our ARC's you will need to have agreed a monitoring contract with us. Should
a contract not be in place please contact our sales hub.

Alarm Responses stated throughout this booklet are in accordance with the NPCC Policy, ACPOS Policy and
the industry standards noted under “Normative References” below. Reference to pre-ACPO 2000 Alarm
Response Plans and Alarm Response Plans for Alarm Systems that do not incorporate Alarm Confirmation
are stated within section 5.26.

Throughout this booklet “Company” refers to the organisation that provides service and maintenance for alarm
systems or who pays for the monitoring service for example Alarm Company, National Account or End User,
see Glossary for further definitions and abbreviations used throughout this booklet.

Our commitment to the continual improvement of our quality systems and procedures to meet the needs of
our clients and to reflect changes in industry requirements means the contents of this document are subject to
change without notice.

1.2 Normative References

This booklet has been formulated from Industry Standards and is intended as a guide to Companies who
connect monitored services with our Alarm Receiving Centre (ARC). This guide is based on, and should be
read in conjunction with, the following reference documents:

ACPO (Association of Chief Police Officers) Security Systems Policy

NPCC (National Police Chiefs Council) Security Systems Policy

Police Scotland - Security Systems Policy

BS5839 Fire detection and alarm systems for buildings

BS8473 Code of practice for management of false alarms

BS5979 Code of practice for remote centres receiving signals for security systems

BS7858 Code of practice for security screening of individuals employed in a security environment
BS8418 Code of practice for the installation and remote monitoring of detector activated CCTV systems
BS8484 Code of practice for the provision of lone worker device (LWD) services

BS8243 Code of practice for the Installation and configuration of intruder and hold-up alarm systems
designed to generate confirmed alarm conditions

BS9518:2021 Processing of alarm signals by an alarm receiving centre Code of practice

BS EN 50131-1 Alarm systems - Intrusion systems - Part 1. General requirements

BS EN 50131-6 Alarm systems - Intrusion systems - Part 6. Power Supplies requirements

BS EN 50136 (All parts), Alarm Systems - Alarm transmission systems and equipment

BS EN 50518:2019 Monitoring and Alarm Receiving Centre

PD6662 Scheme for the application of European standards for intruder alarm systems
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e Data Protection Act
e General Data Protection Regulation (GDPR)

For alarm systems installed in Southern Ireland the following documents are also referenced:

IS228 Monitoring Centres for Intruder Alarm System

SR25 ARC'’s Alarm Handling Procedures

SR41 Electronic Security Services — Monitoring Services

Garda Siochana Policy on Monitored Intruder Alarms

PSA 33 Licensing Requirements for CCTV Monitoring and Alarm Monitoring Centres

Installing and maintenance companies should also ensure that the technical requirements of control panel
manufacturers and monitoring transmission providers are complied with.

1.3 Registration & Approvals

Our Alarm Receiving Centres operate as trading divisions of Security Monitoring Centres Limited, registered
in England No. 318215.

Each Alarm Receiving Centre (ARC) is assessed under the National Security Inspectorate (NSI) Gold Scheme
as a Category Il ARC for the monitoring of Fire and Intruder Alarms, additionally:

e Our Nottingham ARC is registered with the Private Security Authority in Ireland for the monitoring of
Intruder Alarms and CCTV Alarm Systems. We hold approval through CerticCS for the monitoring of
Intruder Alarms in the Republic of Ireland. We are assessed by the NSI for the monitoring of detector
activated and other CCTV systems used in security applications

e Our Leeds ARC is assessed for the monitoring of Lone Worker Devices by the NSI and for the monitoring
of Telecare Services by the Telecare Services Association

For further details refer to the certificates of approval within section 15. @

COMPAIERS AL § MFETY MiSESENENT S M

Accredited Contractor
We operate under the strict guidelines for ethics, service quality, protection of the environment e
and protection of health & safety of our parent company and our Health & Safety Management System is
registered with both CHAS.

1.4 Release Information

Issue 30.1 of this document replaces the previous issue 29 of July 2021

Please refer to Appendix E for details of key changes made to this issue.
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1.5 Contact Details

Sales Monitoring Tel: 0844 879 1702 Opt. 1 Sales SMC Tel: 0844 879 1007
Email: sales@smc-net.co.uk Vision Email: sales@smc-net.co.uk

Crocus Street Operations: 0844 879 1703 5 Canal Place, Operations: 0844 879 1710

The Meadows SmartTEST: 0844 879 1706 Armley Road, SmartTEST: 0844 879 1711
Nottingham Email: csm-nott@smc-net.co.uk |Leeds, Email: csm-lds@smc-net.co.uk
NG2 3EJ LS12 2DU

Birch Avenue, Operations: +353 1 2952366 Crocus Street  Tel: 0844 879 1911
Stillorgan SmartTEST: 0818 776 333 The Meadows  Email: csm-rvr@smec-net.co.uk
Industrial Park, Email: monitoring@chubb.ie Nottingham

Dubilin, Ireland NG2 3EJ

A94 A2C4

Tel: 0844 879 1704

Email: Orders (UK only): orders@smc-net.co.uk

Email: For Schedules: schedule@smc-net.co.uk
Email: For URN’s: urn@smc-net.co.uk

Email: Cancellations: cancellations@smc-net.co.uk
Email: Data Changes: data-changes@smc-net.co.uk

Email: Dublin (All enquiries) monitoring@chubb.ie

TOUCH Help Desk Tel: 0844 879 1712

SmartPAC Helpdesk Email: smartpachelpdesk@smc-net.co.uk
TOUCH Helpdesk Email: touchhelpdesk@smc-net.co.uk
SmartPAC www.smc-net.co.uk

TOUCH Www.smc-net.co.uk

Security Monitoring Centres Limited Tel: 0844 879 1701
The Meadows, Crocus Street,
Nottingham. NG2 3EJ Credit Control: 0800 028 3082
Email: collections.cmrs.uk@smc-net.co.uk

Unit 10, Pennine Business Park Tel: 0844 879 1690
Longbow Close, Bradley
Huddersfield. HD2 1GQ Email: sales@mentorbs.com
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2. Technical Infrastructure
2.1 Monitoring Structure, Disaster Recovery and Business Continuity

Through significant investment, our ARC’s are supported via a ‘Quad’ redundant network to which enhanced
alarm and voice call routing is managed. To best optimise service delivery, Companies are normally supported
by a ‘host’ centre within our group. However, we may provide services from an alternate centre to maintain
customer service levels.

The above network supports our disaster recovery and business continuity plans. All our processes are
checked based on their impact and probability of occurrence and we endeavour, where possible, to ensure all
high risk areas are replicated to minimise the risk of service failure.

2.2 Telecommunications (voice and data)

To support disaster recovery and business continuity our ARC’s use non-geographic services (08/09 numbers)
across the business. Companies and End Users need to ensure that both voice and machine to machine alarm
services can connect to these networks and that these numbers are not barred for any reason.

The use of DDI (Direct Dial Inwards) numbers to contact the ARC is not recommended and will not form any
part of the ARC disaster recovery and business continuity plans. Our ARC’s will not accept any liability for
Companies or End Users using DDI numbers.

To aid customer identification our ARC’s operate a screen popping service whereby the premises are
automatically identified to the ARC Agent if an inbound telephone call sends ‘Caller Line Identification’ and the
telephone number is within our monitoring database.

All telephone calls are recorded as required by BS5979.
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Our primary telephone service utilises 0844 prefix telephone numbers, telephone calls provided by BT
will be charged at up to seven pence per minute. An access charge may also be levied by your telecoms
carrier, mobile costs may vary. (This statement is correct at the release date of this document).

2.3 Monitoring Product Approval

In the event a supplier wishes to bring a new product to the monitoring market, we have a multiple staged
approval process to ensure the product is compatible with our monitoring network and that we have configured
response plans to interpret alarm signals received.

Companies using equipment connected to our ARC’s that have not been approved, do so at their own risk.
The full list of currently approved monitoring products are detailed in our monitoring application forms.
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3. ARC Administration
3.1 ARC Administration Department

Our ARC administration is provided by a dedicated centralised team, including a helpdesk for non-operational
enquiries. In emergencies, our operational centres can support basic administrative functions but we ask that
wherever possible these are requested during normal office hours only (Mon—Fri 08.30 — 17.00).

3.2 Data Security (Passwords)

All ARC’s operate a security discipline that requires persons contacting the ARC by telephone to have a valid
password before security information can be exchanged. In general, verbal enquiries will be significantly
enhanced in speed and accuracy if the persons calling are also able to provide the ARC'’s ‘system’ reference
number.

If the customer or engineer is using an automated telephone service then the password must be numeric. A
password can be up to 30 characters in length, but must not be abusive. If not indicated otherwise we will
assume that all password holders have full authority.

An audit of engineer’s and customer authorised access provision should be completed by the Company at
least once per annum. If a customer or engineer is no longer an employee of the Company or End User Site,
the ARC should be notified immediately so their access can be terminated from the ARC monitoring system.

3.3 Standard Forms

Due to the security nature of instructions and to provide consistency and minimise errors it is preferred that all
applications for monitoring, subsequent data changes and cancellations are submitted electronically via our
standard SmartForms which are available to authorised Service Companies via TOUCH or SmartPac click on
these links or to our website, www.smc-net.co.uk for further details.

We aim to process all instructions received before 12 noon on a weekday during the same working day and
instructions received after 12 noon, at weekends or bank holidays, the next working day, (our normal working
day is 0830 - 1700 Mon to Fri excluding English Bank Holidays).

3.4 Chips

All requests for programmed chips should be made by completing the appropriate section of the monitoring
application form or a separate chip order form. It is important that you do not assume we are familiar with your
programming requirements. Please state clearly on each application the polarity, type and any special
requirements.

Chips are normally supplied to the address of the Alarm Company only. The ARC cannot guarantee delivery
dates where obsolete or non-standard chips are requested.

3.5 New Connections

All new connections submitted by SmartForms will be automatically delivered by email to the correct address.

Any Non-SmartForm orders should be submitted to orders@smc-net.co.uk

On a normal working day we will aim to process each new order within 4 hrs of receipt however, orders received
after 1200hrs will not normally be processed until the next normal working day. The normal working day is
defined as: 0830 - 1700, Monday to Friday excluding 'English' bank holidays.
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3.6 Transferring Systems to our ARC
3.6.1 Single Transfer-in

Ensure that our ARC Administration is in receipt of an appropriately completed SmartForm (Application Form)
and that the form status selected is - Transfer In.

The Application Form must be completed in full as these are not provided by via the transfer process and or
the losing ARC.

Once the service provider has received the losing ARC’s acceptance, the transfer can go ahead. Our ARC will
then inform you that the system is ready and an engineer may be required to attend site and complete the
transfer.

If attending site the engineer should contact the ARC Administration Helpdesk.
The engineer should ensure:

e The system is put on test and they advise us they are transferring the monitoring service from another
ARC to us. (Wherever possible our helpdesk will contact the service provider to move the service to our
centre but circumstances may require us to call the engineer back).

¢ Every channel is activated noting order of transmission, i.e. Intruder, Open, Close, Restore, etc.

e The requirements of Section 4.0, Commissioning Approved Products, are followed.

e We have received the correct channels in the appropriate order and have all the correct data, e.g.
Contacts/Keyholders, etc.

The system will normally be made ‘LIVE' following expiry of the initial test period unless we are instructed
otherwise by the engineer.

3.6.2 Volume Transfer-in
The Company is required to provide full details of each connection to be transferred in, including:

Site Names & Addresses

Contact Details

URN's and their status

Zone Details & Response Plans (including any reverse signalling)

Open/Close Details & Schedules where required (including any reverse signalling)
System/Signalling Numbers (E.g. STU / TA Number)

Remote Resets

Data/SIM numbers (Where applicable)

ARC Administration will add the details to the Monitoring System Database.

Once agreement is reached that all system details are correct a date of transfer can be agreed between the
Company, the monitoring service provider and both ARC’s.

ARC Administration on the day of transfer and following days as required will undertake a series of signalling
audits to best ensure that the systems transferred are signalling correctly or alternatively any specific
commissioning requirements agreed with the Company are carried out.
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3.7 Transferring Systems to an alternative ARC
3.7.1 Volume Transfer-Out

The ARC’s agreement to participate in the transfer of monitored systems to another ARC, unconnected with
us, is dependent on the existing contractual arrangements in place between the Company and our ARC. Terms
and conditions can apply to both the Company’s overall account and to individual monitored systems i.e.

e The account is within an initial fixed term.
e A particular monitored system was ordered as part of a promotion that has a fixed term.
e The monitored system is within its first year.

The agreement to transfer or the agreement to a date of transfer will also be dependent on the payment of any
outstanding or future invoices.

Outside of the above criteria the following process will be followed,

1. A written instruction is required from the Company authorising our ARC to exchange information with the
alternative ARC.

2. The alternative ARC and/or supplier, on the Company's behalf, shall provide our ARC with a list of systems
requiring transfer. Once agreement is reached that all system details are correct a date of transfer can be
agreed between the Service Provider and both ARC’s.

3. Our ARC will normally cancel the monitoring connections, subject to transfers, within 48 working hours of
the agreed date of transfer without further instruction. All rights and liabilities placed on our ARC shall
cease at the time of transfer.

3.7.2 Single Transfer-Out

The ARC’s agreement to participate in the transfer of monitored systems to another ARC, unconnected with
us, is dependent on the existing contractual arrangements in place between the Company and our ARC. Terms
and conditions can apply to both the Company’s overall account and to individual monitored systems i.e.

The account is within an initial fixed term.
A particular monitored system was ordered as part of a promotion that has a fixed term.
The monitored system is within its first year.

The agreement to transfer or the agreement to a date of transfer will also be dependent on the payment
of any outstanding or future invoices.

Outside of the above criteria the following process will be followed,

Upon receipt of a Transfer out request (Form) we will seek to ensure the correct site is being referred and that
there are no contractual obligations to be observed.

Our ARC Administration will submit losing instruction to whichever supplier is involved and will confirm by email
to the company transfer is ready.

After 7 days ARC Administration will validate the transfer was completed and will cease our services however,
if signalling remains with our ARC we will retract the transfer request in full and inform the company to re-
submit.
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3.8 Takeover of another Company’s Monitored Connection at our ARC

It is imperative that the following procedures are adhered to at all times.

1. Both companies involved with the takeover must write to the ARC stating their intention to either release
or to accept the end-user to their account. Note: without these documents the ARC will not be able to
transfer the site as it is contracted to the current Company. Companies can use the standard application
forms.

2. The instruction to release should also include a clear agreement to release both the signalling services
and the data held for the system.

If we the instruction only releases the signalling the takeover company will need to supply all data as per
a new application.

3. All critical data should be reviewed with the end-user to ensure accuracy.

4. The Company should check the ARC responses are correct and will meet the end-user expectation,
attention should be given to pre and post ACPO 2000 responses.

5. Transfers should be carried out Monday to Friday 09-00hrs to 17-00hrs, excluding all bank holidays.

6. Billing will continue up to the transfer date and the out-going Company will be responsible for these
charges. After the transfer the new company will be responsible for any transfer costs and the on-going
monitoring charges.

7. The gaining company may need to notify the Police authority, (using Appendix “F” of the Police Force
Policy), prior to the transfer informing them of the transfer. This may include a fee dependant on the
authority. Failure to notify the authority prior to the transfer may render the URN null and void.

8. When the transfer is complete the ARC will normally confirm the cancellation to the outgoing company
and a new connection to the new company.

9. It is strongly recommended the system is re-commissioned and fully tested to our ARC as detailed in
section 4.2.

10. Inthe event the out-going company will not release an end-user account to a new provider the only option
is for the new provider to apply for a new account in the normal way.

11. The ARC will not accept any responsibility if these procedures are not adhered to in full.
3.9 Alarm Configuration

To establish a common approach across the ARC, the default communication channel designations are
detailed in the commissioning section. SmartForms will normally default by system type to these zones with
the appropriate agreed business response. If you wish to deviate from these standard responses this must be
clearly indicated on your application or through a pre-existing agreement of default responses.

Changing grade of monitoring products
In the event the monitoring service is re-graded it is essential that the following guidelines are adhered to:

1. The customer should be notified and the alarm system specification updated.

2. ltis recommended that the customer is advised to obtain agreement from their insurance company of the
grade change.

3. When transferring the data from the old product to the new product a full commissioning test should be
carried out, see section 4.2.
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The ARC does not accept any liability for changes in monitoring product, unless items one; two and three
above are completed in full.

Pre-ACPO 2000

Should an existing system be transferred to us and a pre-ACPO 2000 alarm response is to be retained, we
must be clearly instructed of this requirement on the application form.

Channel Configuration for EN50131 Systems

Under EN50131 there are requirements to send additional signals such as AC Mains Fail and Tamper faults
to the ARC. The main additional requirements are dependent on System Grade as follows:

e For Grade 3 and Grade 4 systems, it is necessary to send AC mains fail signals if the standby battery
capacity is to be halved from 24 hours to 12 hours

e For Grade 3 and Grade 4 systems, it is necessary to send tamper signals to the ARC in the set and unset
conditions

3.10 Critical Data Omissions (CDO)

In the event that any critical information is missing on completion of a connection, (e.g. Contacts/Keyholders,
telephone numbers, URN’s, etc.), the Company will be informed of missing information, usually by e-mail.
There is also a CDO report which can be run via SmartPAC.

Failure to run or act upon reports received and make corrective actions could result in customers/end-users
not receiving the correct alarm dispatch, information they have paid for or incurring additional cost. Our ARC
will not accept any liability for failed alarm dispatch or telecommunications costs from a third party supplier or
customers/end-users where reports have not been addressed with appropriate corrective actions.

3.11 Data Changes

3.11.1 Custodian processed changes: All data changes should be completed on SmartForms. On a normal
working day we will aim to process all data change requests within 24hrs of receipt. The normal working day
is defined as: 0830 - 1700, Monday to Friday excluding 'English' bank holidays.

All requested amendments must be submitted via the documented ARC Administration contact details listed
in section 1.5. SMC UK&I accepts no liability should any requests be submitted via alternative channels not
listed in the ARC Administration contact details listed in section 1.5.

Emergency changes relating to Contacts/Keyholders, passwords, site and contact telephone numbers or
open/closing times, can be accepted directly from end users, provided they are registered Contacts/Keyholders
and hold legitimate passwords.

3.11.2 Company processed changes: Amendments to the ARC database via SmartPAC or TOUCH by the
company or authorised user should be audited by the Company to ensure the changes are correct. Our ARC
accepts no liability for changes made incorrectly causing an error in alarm dispatch or alarm reporting.

For further information and assistance contact our administration team on telephone 0844 879 1704

For technical related support, please contact our SmartPAC help desk on telephone 0844 879 1712 or email:
smartpachelpdesk@smc-net.co.uk or touchhelpdesk@smc-net.co.uk
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3.11.3 Contacts/Keyholders: All change requests should list ‘all Contacts/Keyholders’, this will enable us to
check that we have them listed in the correct sequence and update our records accordingly. For changes
made via SmartPAC or TOUCH it is important that all Contacts/Keyholders on the database have a sequence
number and contact telephone number, Contacts/Keyholders with no sequence or telephone numbers will not
be presented to an ARC operator for alarm dispatch.

For SmartPAC users the “Contact Type” should be set to “M” and the “Relation” and “Authority” set to “Key”.
If during the processing of an alarm we are advised that a person is no longer a Contact/Keyholder we will
normally insert an end date against their record and create a CDO informing the company of this change. This

is to avoid multiple contact with people who insist they are no longer Contacts/Keyholders.

3.11.4 Police and Fire Authority URN’s: It is important when advising the ARC of new or changes to existing
Police and Fire Authority URN’s that the elements the URN applies to be specified i.e.

e PAonly
¢ INTRUDER only

e PA & INTRUDER
e Fire only

It is also important to ensure which Police or Fire Authority is applicable.
3.12 Monitoring Suspension & Reinstatement

Suspension

A method used by the ARC to ignore all alarm conditions for a period of more than 24 hours. All instructions
must be confirmed in writing or via SmartForms:

¢ Billing will continue during the suspension period.
e The ARC will not allow suspensions with an end date.
¢ The Company must review the suspended systems weekly to ensure the suspension is still required.

Re-instatement

The instruction to reinstate a suspended system is normally required in writing, but may be accepted over the
telephone from an Authorised Contact/Keyholder, Company Representative or Engineer.

3.13 Cancellation

To ensure the accurate and timely cancellation of monitoring services, requests to cancel will only be accepted
by the completion of the appropriate SmartForm, Company Email or Letterhead to the Administration
Department by one of the following options.

e Form submitted by SmartForms will be automatically delivered by email to the correct address.
e Email: cancellations@smc-net.co.uk

IMPORTANT:

1. Approved and processed cancellations will normally be confirmed back to the Company in writing by
email within 72 hours of receipt. Any cancellations submitted that are not confirmed within stated
timescales must be queried as failure may lead to a delay in cancellation.

2. We will not respond to alarm signals received following cancellation and it is important that the
communicator at the protected premises is removed or disabled to prevent further signals being
transmitted and associated telephone charges being incurred.

3. Any cancellations requested on a weekend are normally processed the next working day.
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3.14 Confirmation of Administrative Instructions

Automatic confirmation is provided by email for all requests placed for new services and cancellation of existing
services; changes to existing services may also be notified by email if required. Should the Company not
receive the expected confirmation they should contact the ARC administration team at their earliest opportunity
or review the system information via SmartPAC or TOUCH.

It is the Company’s responsibility to ensure that instructions sent have been received; this may be achieved

by receipt of an automated notice of confirmation for new orders and cancellations. For all other instructions
SmartPAC or TOUCH may be used to establish that instructions have been applied.

3.15 Reports
Business Critical Daily / Weekly Reports

Our ARC provides the following reports via SmartPAC or TOUCH. It is strongly recommended that all these
reports should be run daily / weekly and corrective actions completed on a daily / weekly basis.

1. Daily Activation Reports History — Lists all alarm incidents in the specified date range
(Reports / History / Activations - Incidents / Activations-Incidents — with actions / Compact)

2. Sites not Connected — Lists sites ordered but not connected OOS (out of service) category “NEW”
(Reports / Client / Pending Connections)

3. Systems in Path Failure — List all sites in path failure
(Reports / Management / Unrestored Alarms / NR- Line Faults)

4. High Activity Sites — Lists the top twenty most active sites
(Reports / History / Top 20 Most Active Systems)

5. New Connected Sites Reports — Lists the newly connected sites for the date range specified
(Reports / Client / Newly Connected Sites)

6. Systems in Alarm Condition — Lists Unrestored alarm conditions
(Reports / Management / Unrestored Alarms — NR’s and LF’s)

7. False Alarm Management — List all alarm conditions that require a reason code
(False Alarm Management / Quick Resolve / Reasons for policeable Incidents)

8. Suspended Systems — the status on the right indicates on-line (live) or suspended
(Reports / Client / Site Summary)

Company Business Critical Monthly Reports

Our ARC provides the following reports via SmartPAC or TOUCH. It is strongly recommended that all these
reports are run monthly and corrective actions completed.

1. Systems with No URN and URN Status — Lists URN status
(Reports / Client / Police URN / No Police URN or URN status)

2. Change of Details — List sites that have changed data in the range specified
(Reports / Client / Changed Client / Client Changes / Summary or Detail)

3. False Alarm Management — Lists the BS8473 Form
(False Alarm Management / FAM Model Form / Policeable Incidents)
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The SmartPAC reports suite allows companies to assign disposition codes against alarms and as an aid
to compliance with BS 8473 Intruder and hold-up alarm systems — Management of false alarms — Code of
practice.

Our ARC encourages the management of false alarms and strongly recommends the use of the specific
software written by the ARC to highlight reasons why alarm systems create false alarms and corrective
actions to reduce false alarm signal traffic to the ARC.

Reports available via SmartPAC or TOUCH are:

1. Quick Resolve Report
2. Disposition Reasons Summary Report
3. BS 8473 Report

1 - Quick Resolve Report

Using the quick resolve report, you can enter dispositions / reasons for the alarm activity quickly. Note
reasons are required for both policed and non-policed events.

2 - Disposition Reasons Summary Report

If you run this report, you can breakdown the categories to see the detail of your dispositions (reasons).
3-BS 8473 Report

Report of signalled/notified alarm conditions

It is the Company’s responsibility to ensure that reports detailed in sections 3.9 (Critical Data Omissions) & in
this section whether available via SmartPAC Reports or as received directly from the ARC are reviewed to
identify and amend any missing or incorrect data. Failure to do this could result in customers/end-users not
receiving the correct alarm dispatch, information they have paid for or incurring additional cost. Our ARC will
not accept any liability for failed alarm dispatch or telecommunications costs from a third party supplier or
customers/end-users where reports have not been addressed with appropriate corrective actions.

Automated Reports
The following automated reports are available to the Company on request:

1. Daily Activation Reports History — Lists all alarm incidents in the specified date range
(Reports / History / Activations - Incidents / Activations-Incidents — with actions / Compact)

2. Systems in Path Failure — List all sites in path failure
(Reports / Management / Unrestored Alarms / NR- Line Faults)

3. High Activity Sites — Lists the top twenty most active sites
(Reports / History / Top 20 Most Active Systems)

4. Health Check Report — this includes:

Systems Awaiting Connection

New Systems within the last 12 months

Suspended Systems

Systems Cancelled within the last 12 months

Systems with No Site Password or Common Key-Holder Password
Systems with less than 2 Key-Holders

Systems Missing Data such as Premises Phone or Postcode
Systems without an Agency or URN

Systems with Reduced Police Response
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Systems with No Scheduled or Log-Only Open/Close within the last 30 days
Systems with Unrestored Zones

Systems with greater than 5 activations within the last 12 months

Systems Out of Service

Systems with Keyholding Company

Fire System with No Fire Brigade Response

Systems with a Policeable Event but no URN

System with a valid URN but No Policeable event

5. Service Call Report (out of hours engineer call handling)
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4. Commissioning Approved Monitoring Connections

4.1 Monitoring Products

Our ARC’s support all major suppliers and their associated products in the security industry. Any new products
go through our product approval process, referred to in section 2.3, before being connected to our ARC
network.

Every new connection and system upgrade should always be commissioned to our ARC network as detailed
below.

4.2 Commissioning procedure

The following procedure must be adopted for all new, transferred and system upgrades.

1.

2.

10.

11.

Submit an approved application form to ARC Administration at least 24hrs in advance.

Ensure the Commissioning procedure can be completed during normal working hours and before 16:00
hours if possible.

Contact our Administration Help Desk via 0844 879 1704 (Not ARC Operations or SmartTEST).
Confirm what services are being connected and request the system to be placed ‘in-service’ & ‘on-test’.
Test each alarm & restore condition, including single and dual path failures.

Check all the ARC responses meet with the end-users expectations.

Panel manufacturers and signalling providers may delay certain types of alarm conditions to the ARC so
be aware of these delays and how they can be tested.

Contact our Administration Help Desk via 0844 879 1704 (Not ARC Operations or SmartTEST) for test
results.

Confirm all alarm signals sent have been received in the correct order.

The Help Desk will validate the ‘Signalling Test’ and ensure that all the information required to support
the Alarm Response has been provided.

On completion, the site will be taken off test and a commissioning report submitted to the Company
grading the connection as Bronze, Silver or Gold based upon the completeness of information supplied
and satisfactory transmission of all the required alarm signals as detailed in the Commissioning Process
below. It is important that the Company advises the ARC if a Commissioning Report is not received.

Note:

1. Where there is an urgent need to connect a new monitored system out of normal business hours our ARC

Operations Team Leaders are available to assist.
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4.3 Commissioning Certification

To help the Company identify the standard to which the alarm system is commissioned to the ARC, two critical
elements for effective monitoring are assessed during the commissioning process:

1. Signalling — All zones and path failures including dual path failures have been tested and the engineer has
called back after the test to validate the results.

2. Data - All Critical Data is present on the monitoring system (MAS), for example
Name
Address & Post Code
Premises Tel Number
Keyholders (minimum of two) with appropriate contact numbers
Password for authentication of false alarms & other enquiries
4.3.1 Bronze Certification Awarded

A Bronze certificate will be issued where:

1. The engineer failed to call back on completion of testing to validate the signals sent
and complete the commissioning process

2. The engineer completed the commissioning process but critical data remained
outstanding and not all required signals were tested.

ARC Response: We recommend a revisit to site by the Company to test and
commission the alarm signalling system to the ARC and a full review of the critical data
we hold.

4.3.2 Silver Certification Awarded

A Silver certificate will be issued where:

1. The engineer completed the commissioning process but either critical data
remained outstanding or not all required signals were tested.

ARC Response: We recommend the Company reviews the commissioning process and
makes the corrective actions required.

4.3.3 Gold Certification Awarded
A Gold certificate will be issued where:

1. The engineer completed the commissioning process successfully and all the data
required provided to the ARC by the Company in advance and/or satisfactorily
supplemented by the Engineer prior to the completion of the Commissioning
Process.
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5. Alarm Monitoring Responses
5.1 Alarm Response Performance

Our ARC’s undertake to meet the standards for contacting the emergency services as set out in BS5979 for
Category Il ARC’s, which are:

1. Fire 30 seconds for 80% & 60 seconds for 98.5% signals received
2. PA 30 seconds for 80% & 60 seconds for 98.5% signals received
3. Intruder 90 seconds for 80% of signals received and 180 seconds for 98.5% of signals received.

These targets are exclusive of any imposed filtering period and exceptional circumstances such as extreme
weather conditions and the associated abort signals received under these conditions.

Alarm processing may be dispatched via an immediate automated notification method, i.e. text*, email,
telephone.

5.2 General Requirements — Alarm Signal Processing

Our standard response to alarm signals is detailed within this section. All actions taken by the ARC are as
indicated unless the Company advises otherwise. It is the responsibility of the Company to advise the End
User what action the ARC will normally follow on receipt of an alarm signal.

All alarms are assigned a priority as indicated in the table below. In the event of multiple alarm signals only the
highest priority alarm will be processed.

Item Priority
Fire

PA

Confirmed Intruder
Intruder

Comms Fault
Trouble
Environmental

~N|O OB WIN|F-

Our ARC’s will only act on alarm signals received at the ARC. The CIE should recognise combinations of alarm
types as valid for generation of confirmed intruder/hold up alarms. SMC accept no liability for signals lost for
whatever reason by suppliers or their agents.

5.3 Fire and Police (Agencies)

Agencies may have individual policies which you must comply with to ensure we can dispatch alarms to them
on your behalf. The ARC has dedicated telephone numbers with most agencies where appropriate. ECHO
(Electronic Call Handling Operation) is approved and utilised in conjunction with the NPCC. Full details of
associated forces can be found at www.echo.uk.net.

Agencies will respond in accordance with their published policies and where they require a URN, it is the
responsibility of the Company to ensure the ARC is in possession of a valid URN and its response status is
‘active’.

Our ARC will not be liable for delays in response from agencies.

It should be noted that within any contractual agreement or communication we cannot make any commitment
that would involve assuming the powers of a civil authority, i.e. UK Police, Garda Siochana or Fire Service,

etc.
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In some cases agencies may request the Company or the ARC to deviate from normal policy. In these
circumstances requests should made in writing from the agency and directed to the Customer Service Manager
or the National Administration Manager. On receipt we will propose a solution and communicate with the
company. Such variations should be kept to an absolute minimum. The ARC does not accept any liability for
procedures that deviate from standard policy.

Current policies can be accessed from the following web sites. Note these may have regional variances.

NPCC policy (England and Wales) - http://www.npcc.police.uk/
England, Wales and Northern Ireland Police Response to Security Systems

Police Scotland - http://www.scotland.police.uk/
Scotland Security Systems Police Policy

CFOA policy - http://www.cfoa.org.uk
Fire Authorities Policy

5.4 Filtering Policy

The following filtering techniques are in accordance with NPCC Policy, Police Scotland Policy, BS8243 and
BS5979.

For alarm systems installed in Southern Ireland the filtering requirements of ‘Monitoring Centres for Intruder
Alarm Systems’ (1S228) and the Garda Siochana Policy on Monitored Intruder Alarms apply.

5.5 Mis-Operation Signals

All systems shall either:

1. Send an unset/set (open/close) signal (Preferred Option)

or

2. Be capable of generating a secondary signal to indicate that the alarm system has been mis-operated.
Where we are unable to identify whether the system is set/unset (open/closed) we will action as "closed".

All intruder alarm conditions are delayed in accordance with the relevant agency policy waiting for a mis-
operation signal to abort the alarm. These are:

1. Open
2. Abort

At any time if the ARC receives items 1 or 2 the alarm condition will be automatically aborted due to mis-
operation.
Open/Close with monitored line communications

Where the ARC is asked to monitor communication path failures, i.e. PSTN/GPRS/GSM/IP Networks & others
it is imperative that the transmission equipment is programmed to send open/close signalling to the ARC
without exception. The reason for open/close is to allow the ARC to make decisions based on the status of the
alarm system to conform to NPCC and EN50131. Failure to enable open/close signalling may render an
incorrect response to alarm conditions received at the ARC.
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5.6 Fire Alarms

Type of Alarm Action taken by our ARC

Fire Alarm none (CFOA) region Fire Brigade & Contacts (101)

Fire Alarm (CFOA) region Premises, Fire brigade & Contacts (123CF)

Fire Alarm no Brigade requirement | Premises or Contacts (122)

Should a Fire Authority response be required to fire alarm signals this must be specified on the monitoring
application form.

Fire Authority responses may be subject to individual Fire Authority filtering policies as per the Chief Fire
Officers Authority (CFOA) http://www.cfoa.org.uk. A list of the fire authorities that use filtering is available from
our ARC administration department.

It may be necessary to contact the premises prior to contact with the Fire Authority. If you have dispensation
for the ARC not to call the premises, we will normally need a copy of the letter of authority from the Fire Brigade
for the ARC to remove this facility.

Some Fire Authorities require Unique Reference Numbers (URN'’s) for the ARC to be able to dispatch calls to
them.

Some Fire Authorities adopting the CFOA call challenge procedures may refuse to attend a Fire Alarm unless
the customer/premises confirms they have a fire & furthermore these Brigades do not accept a ‘no reply’ as a
confirmed situation.

In cases where open and close is monitored via the security system, we will normally not call the premises in
response to a fire alarm when they are known to be closed.

If our response to fire alarm signals requires changing we would normally expect to receive this instruction in
writing.

5.7 Personal Attack/Hold-up Alarm Conditions

Type of Alarm Action taken by our ARC

Personal Attack Alarm | Police (200)

It is our ARC policy that all PA’'s/Hold Up Alarm conditions are police-able immediately (no filter) with a valid
police URN on level one police response. Normal Police rules apply see section 5.3.

Confirmed hold-up alarms
BS 8243: 2010 sets out the requirements for confirmation of hold-up alarms where this is required under NPCC
or Police Scotland policies:

NPCC Policy states,

“3.4.5 For restoration of HUAs which have lost response, confirmation is mandatory”

Thereby Hold-up Alarm Systems (HAS) will be required to incorporate alarm confirmation technology to gain
reinstatement of Police response should the PA URN become withdrawn.

Types of confirmation
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BS8243: 2010 clause 4.2.2 states:

“HAS'’s should incorporate one or a combination of the following alarm confirmation technologies:

1 audio confirmation

2 visual confirmation

3 sequential confirmation

4 telephone confirmation (call back)

An explanation of the selected combinations should be provided to the user/client to ensure the most
appropriate confirmation technology is used.

Unless agreed with the client in writing, sequential confirmation should be used only in conjunction with
telephone confirmation.

The installer should obtain written confirmation of the client/user’s acceptance of the chosen option, and
detail how the confirmation works”.
1) Audio Confirmation

It must be clearly stated on the monitoring application form that audio confirmation is required of Hold-up
Alarms and the type of confirmation used. We only accept audio systems with ring back, such as AV60.

Before commissioning the system please ensure the ARC is in receipt of a completed application form and the
form states the type of audio verification system used and the telephone number which is to be used to dial up
the system for alarm verification purposes.

Default MasterMind Event Code | ARC Alarm Response
Reference
200AUD Personal Attack (Audio) 1. Premises (via audio) and Police or Contacts

(If no sound is heard or unable to connect to the audio system, pass
to Contacts/Keyholders as an unconfirmed alarm. If sound is heard,
pass to the police as a confirmed hold-up alarm)

and/or

2. Police or Contacts

2) Visual Confirmation

Where visual confirmation is required of Hold-up Alarms for systems designed to comply with BS5979 and
BS8243 rather than BS8418, our specialist Remote Video Response Centre (SMC Vision) within the group
should be contacted for further information, telephone: 0844 879 1007.

A typical response to a video confirmed hold-up alarms system is stated below.

Default MasterMind Event Code | ARC Alarm Response
Reference
200VID Personal Attack (Video) 1. Premises (via video) and Police or Contacts

(If nothing seen or unable to connect to the video system, pass to
Contacts/Keyholders as an unconfirmed alarm. If activity is seen,
pass to the police as a confirmed hold-up alarm)

and/or

2. Police or Contacts

3) Sequential & Telephone Confirmation
For hold-up alarm conditions to be considered sequentially confirmed BS8243: 2010, clause 5.4.1.2 states:

“a) the HAS should be configured so that at least two separate alarm conditions are reported within
the confirmation time; and
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b) signals emanating from HDs (hold-up devices) should be from either;
1) two or more HDs separately identifiable at the CIE; or
2) a multi action HD.
The hold-up confirmation time should be not less than 8 hours and not more than 20 hours”,

It must be stated on the monitoring application form that sequential confirmation is required of Hold-up Alarms
and the transmission protocol used. Before commissioning the system please ensure the ARC is in receipt of
a completed application form and the form states the type of sequential verification used and the alarm
response required, i.e.

PA Second Zone Reporting Unconfirmed HA Confirmed HA
usually channel 2 usually channel 7

SIA Format PA or HA Unconfirmed HA HV Confirmed HA?!

Ademco E Code E120 Unconfirmed HA E129 Confirmed HA?

Default ARC Response

Unconfirmed  Hold-up  (without
telephone call back) on channel 2 or | 200

Ademco E code ‘E120’ or SIA ‘PA’ or | (Personal Attack)
HA’

Police Only

Unconfirmed Hold-up on channel 2 | 210BS (Personal Attack)
or Ademco E code ‘E120’ or SIA ‘PA’ | (where required for reinstatement | Contacts only
or ‘HA’ of Police URN)
Upgraded to Confirmed Hold-up

through receipt of a confirmed alarm 200SCO Police only

(Sequentially Confirmed Personal | (as a confirmed personal attack
on channel 7 or Ademco E code

Attack Alarm) alarm)

‘E129’ or SIA ‘HV’

Unconfirmed Hold-up (with | 223BS (Personal Attack) 1. Call Premises

(If no answer, pass to Contacts/ Keyholders. If answered and
telephone call baCk) on channel 2 or confirmed false alarm but unable to verify via password, pass to
Ademco E code ‘E120’ or SIA ‘PA’ or Contacts/Keyholders. If stated genuine pass to the police as a
‘HA’ confirmed hold-up alarm)and/or

2. Police or Contacts

Upgraded to Confirmed Hold-up
through receipt of a confirmed alarm
on channel 7 or Ademco E code
‘E129’ or SIA ‘HV’
*Note: In accordance with the NPCC policy, with effect from 1.4.2018 telephone call back as a single method of
confirmation will not be acceptable for reinstatement for systems installed in commercial premises.

The hold-up confirmation time configured by the alarm system control and indicating equipment (CIE) at the
protected premises must not be less than 8 hours and not more than 20 hours. If at the expiry of the

200SCO
(Sequentially  Confirmed
Personal Attack Alarm)

Police only
(as a confirmed personal attack alarm)

1 Mnemonics specified within Appendix H.7.3 of BS8243: 2010
2 Mnemonics specified within Appendix H.7.3 of BS8243: 2010
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confirmation time HDs remain in an alarm condition and are inhibited?® a signal should be sent from the CIE to
the ARC.

Notes: 1. To function correctly and to minimise the likelihood of false alarms occurring a signal must be
sent to monitoring centre when channels are restored to their quiescent state.
2. For systems sending SIA Protocol: If receipt of the ‘HA’ mnemonic should be interpreted as
‘Duress’ and passed to the Police, you must advise us of this on application otherwise it will be
interpreted as an unconfirmed hold-up alarm.

Zone Omit Signals Zone Omit Signal Default Alarm Response

Fast Format Usually channel 6

SIA Format PB or HB 61020 Contacts only

Ademco E Code E925

To distinguish between a confirmed intruder alarm and a confirmed hold-up alarm for systems signalling both
events via the same alarm channel, i.e. usually channel 7 for ‘fast format’, an extra event is attached to the
system called ‘CONFPA’, this recognises, through interrogation of the previous alarm events, when the alarm
should be processed as a confirmed hold-up event rather than a confirmed intruder event.

A failsafe default event code of ‘200SCQO’, as previously defined, is embedded within the monitoring centre
alarm signal processing software should a confirmed alarm signal follow an unconfirmed hold-up alarm and
the ‘CONFPA’ event has not been specified.

Alarm Combinations
Alarm Systems signalling limited information content, e.g. fast format, the upgrade to a confirmed alarm will
be made on the following basis.

First Signal Subsequent Signal Alarm Designation
(usually channel 7)

HU Alarm Confirmed Alarm Confirmed Hold-up Alarm
Intruder Alarm Confirmed Alarm Confirmed Intruder Alarm
Tamper Alarm Confirmed Alarm Confirmed Intruder Alarm
Hold-Up Alarm and an Intruder Alarm in | Confirmed Alarm Confirmed Hold-up Alarm
either order

Hold-up Alarm and a Tamper Alarm in | Confirmed Alarm Confirmed Hold-up Alarm
either order

Hold-up Alarm and a Transmission | Confirmed Alarm Confirmed Hold-up Alarm
Fault in either order

Intruder Alarm and a Tamper Alarm in | Confirmed Alarm Confirmed Intruder Alarm
either order

Note: Dual path signalling is optional under BS8243: 2010, clause 4.3

For the purpose of confirmation of hold-up alarms in conjunction with transmission faults, the internal
confirmation time of the monitoring platform has been set to 20 hours.

System Designation
As of 15t June 2017, new systems that specify confirmation of hold-up alarms will attract an alarm response to
the requirements of BS8243: 2010 and PD6662: 2017 unless we are instructed otherwise.

If confirmation of hold-up alarms is not specified, our default response plan, event code 200, will be applied
and unconfirmed hold-up alarms will be passed to the police.

It is important to ensure that we are informed of new systems that should receive an alarm response to an
earlier standard than BS8243: 2010 and PD6662: 2017 and of existing systems that are upgraded to current
standards and should have their response plan changed.

3 Reference BS8243: 2010 Appendix A.2.3
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5.8 Intruder Alarms

Type of Alarm Action taken by the ARC

Unconfirmed Intruder Alarm Premises & Contacts (Contacts) - (13220C)

Confirmed Intruder Alarm when closed within

. ) . . Police and Contacts (1380) (as confirmed)
re-arm period or audio or visual verification

Confirmed Intruder Alarm when open Premises or Contacts (1380)

Unconfirmed Intruder alarm followed by an

Open or Abort signal No action taken (13220C)

Sequentially Confirmed Intruder Alarm received
within the filter period of the initial Unconfirmed No action taken (1380)
Intruder alarm followed by an Open or Abort signal

All police calling systems must have a unigue reference humber (URN) for the ARC to be able to dispatch to
them and be on level one police response.

All new intruder alarm systems installed within an NPCC or Police Scotland Authority Area that require a police
response and systems that have had police response withdrawn but now require police response reinstating
must incorporate confirmation technology.

All intruder alarm signals received from sequential confirmed intruder alarm systems within premises residing
in NPCC or Police Scotland Authority Areas are held for 120 seconds in order that they may be aborted or
confirmed by a second detector.

Southern Ireland Only: All intruder alarm signals received from sequential confirmed intruder alarm systems
within the Garda Siochana Police Authority Areas are held for 60 seconds in order that they may be aborted
or confirmed by a second detector.

The Company may enter into an agreement with the end user to modify alarm responses to the first alarm
signal:

i.e. take no action on the first signal.

The Company should ensure the End-User has a copy of the ARC Filtering Policy and has entered into an
agreement to accept the stated response. It is anticipated that the relevant filtering policy may be extracted
from this manual by the Company for their tailored use. The amended response must be conveyed to the ARC
on our standard connection form.
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5.9 Types of Confirmed Intruder Alarm
5.9.1 Sequentially Confirmed Alarms

Sequential alarms are perhaps one of the simplest confirmation technologies. The ARC just needs to know
that two independent detectors or two detectors of different technologies have activated within the protected
premises.

Signals are held for an intentional delay of 120 seconds for premises residing within NPCC or Police Scotland
Authority Area's in order that they may be aborted or confirmed by a second detector.

Should a confirmed intruder alarm signal be received within the alarm filter period of the initial alarm, on expiry
of the initial filter time the alarm is presented to an operator for action as a confirmed alarm.

Should the End User send a mis-operation signal or a signal to indicate the system is unset prior to any action
by the ARC the alarm will normally be automatically aborted.

It is important that alarm systems incorporating sequential confirmation are set to re-arm within a time window
(30 - 60 minutes) following initial activation to prevent the transmission of a confirmed alarm signal and to
prevent the ARC from carrying out the incorrect action on any subsequent activation. Should the zone that
generated the initial unconfirmed alarm be isolated on re-arm then a signal should be sent to the ARC to
indicate a zone has been omitted. This will then be reported as stated in section 5.25.

Southern Ireland Only

Signals are held for a minimum of 60 seconds for premises residing within the Garda Siochana Police Authority
Area’s in order that they may be aborted or confirmed by a second detector.

Type of Sequentially Confirmed Alarm

Type Unconfirmed Signal Confirmed Signal

Second Zone Reporting Unconfirmed Intruder Confirmed Intruder  usually
usually channel 3 channel 7

SIA Format BA Unconfirmed Intruder BV Confirmed Intruder

Ademco E Code E130 Unconfirmed Intruder E139 Confirmed Intruder

A confirmed signal must be delivered by the appropriate mnemonic code within the protocol used, the ARC
will not accept ‘any’ second event as a confirmed alarm condition and for second zone reporting the channels
for the unconfirmed and confirmed intruder signal must be pre-designated on application to the ARC.

Open & Close signals with Point ID and SIA

It is strongly recommended that open/close signals are enabled to the ARC when using Point ID and SIA. In
the event the Company wishes to disable open/close thorough checks must be made by the Company to
ensure all associated signals are also disabled when commissioning the site.

For example the “OR” command in SIA (Open after an alarm) may change the status of the system to Open
and therefore make the system non-policeable.

If you wish to send additional signals such as the “OR” command as an abort without sending open/close you
must instruct the ARC to create an additional zone per event specifically for this purpose.

Example
OR = Abort =1399
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If “OR” command is programmed correctly and it is received within 120 seconds following an intruder alarm,
the alarm may be aborted correctly without changing the status of the alarm system at the ARC.

It is the Company’s responsibility to ensure that every element of the connection is tested with the ARC and
the response required is confirmed.

It is imperative when changing control panel suppliers that a full test is carried out with the ARC to ensure the
connectivity and response required is correct.

The ARC cannot accept any responsibility for Point ID and SIA systems where the open/close signals are
disabled and associated zones are left enabled with no additional zones being created.

5.9.2 Audibly Confirmed Alarms

Audio confirmation requires the ARC to listen to audio data from the protected premises following the receipt
of unconfirmed intruder alarm signals. We only accept audio systems with ring back, such as the AV60.

Before attending site please ensure that ARC is in receipt of a completed SmartForm and the form states the
type of audio verification system used and the telephone number which is to be used to dial up the system for
alarm verification purposes.

The ARC should be contacted prior to the system being connected to place the system in-service and on-test.

Testing of all microphones should be carried out in local mode by the engineer on site in accordance with the
manufacturers’ recommendations.

When you are satisfied with the audio coverage, the ARC should be contacted to carry out a test dial into the
site to ensure the system is working correctly and sounds can be heard.

For compliance with BS8243, audio systems must incorporate technology capable of detecting and signalling
to the ARC a sequential confirmation alarm should two detectors activate that meet the sequential confirmed
requirements of this code of practice.

Should a sound be heard then we will treat as a confirmed alarm. The ARC will not use discretion. Under
normal circumstances, our ARC undertakes the following time guidelines:

Service Setting

Pre Alarm | 10 seconds
Post Alarm | 20 seconds
Real Time | 30 seconds

The maximum time our ARC agent should listen is one minute. The Company must ensure audio systems are
configured to provide this response to ensure the alarm receives the correct action by the ARC. All audio
systems must send open/close signals to the ARC.

5.9.3 Visually Confirmed Systems (SMC Vision)

We provide CCTV monitoring through one specialist Remote Video Response Centre (SMC Vision) within the
group. For further information, please contact 0844 879 1007.

For systems designed to comply with BS5979 and BS8243 rather than BS8418: Video systems must
incorporate technology capable of detecting and signalling to the ARC a sequential confirmation alarm should
two detectors activate that meet the sequential confirmed requirements of BS8243.
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EN50131 and EN50136 calls for signalling suppliers to report line failures to the ARC in the following timings

EN50136-1:2018/PD6669:2017*

Equivalent Legacy Grade

Single Path Dual Path Failure Reporting Within Grade Failure Reporting Within
SP2 DP1 25 Hours 2 25 Hours

SP3 DP2 31 Minutes 3 60 Minutes

*SP3+ *DP2+ 11 Minutes 3 60 Minutes

N/A DP3 4 Minutes 4 6 Minutes

N/A DP4 3 Minutes 4 6 Minutes

Signalling supplier’s interpretation of this standard may be different depending on grade and supplier. Please
check with your nominated supplier for the reporting times by grade.

The ARC will only respond to path failures received by the monitoring software (MAS) as documented below
unless otherwise instructed by the company or end-user or the site has become troublesome as detailed in
section 5.15. Changes to response must be documented in writing.

path failure (2 unconfirmed) — see note 1

Type of Alarm Status | Standard Response
Open Report notification via
Single Path Failure (1 Unconfirmed) email/text* (alarm company or
customer) (xxLOG)
Single _Path failure w!th a single intruder or vice versa or dual | Open Premises or Contacts (390)
path failure (2 unconfirmed) — see note 1
Dual Path Failures (2 Unconfirmed) Open Premises or Contacts (522xx)
Closed | Report notification via
Single Path Failures (1 Unconfirmed) email/text* (alarm company or
customer) (xxLOG)
Single Path failure with a single intruder or vice versa or dual | Closed | Police and Contacts (390)

(as confirmed)

Examples of xxLOG given in the below tables, namely PALOG, FALOG, INTLOG etc.

*Text messages are dispatched upon signal receipt at the ARC, prompt receipt of these messages are

dependent on the signal availability

to your device.

1. To enable police attendance both unconfirmed events must occur in a single set period not exceeding 96

hours.

2. Forthe upgrade path to work an extra zone requires creating at the ARC called CONF (390). This zone is
not transmitted from site. It is an internal zone which drives the upgrade path for alarms/failures that would
normally only be classed as unconfirmed. Removal of this zone would remove the upgrade service to the

alarm system.

3. Systems that monitor path failures must also transmit open/close signals and restores without exception
to the ARC. This is to ensure the correct response to path failures is carried out in accordance with clause
6.4.2 of BS5979. Care should be taken to ensure the open/close signals are working the correct way
round. Our ARC will accept no liability for incorrect actions where the open/close signals are working back

to front.
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4. The ARC may abort a response if the line failure restores in a reasonable time frame.

5. On receipt of restore signals the status of the corresponding path failure condition will be returned to its
dormant state, the ARC will log this event but will not normally inform the End User of the status change
and it is the responsibility of the End User to monitor reinstatement at the protected premises.

6. STU's that have temporarily lost power due to power supply problems may go into ‘no-response’. Statistics
from BT Redcare indicate that in only 2% of cases the use of the “UP STU” command results in the unit
returning to normal. The use of the “UP STU” command also allows for the possibility of STU substitution
in an attempt to compromise the system. Our ARC recommends that the “UP STU” command is only used
on instruction from an alarm engineer who has previously placed the systems “on test” from the customer’s
premises. Our ARC will only "UP" a STU in response to an alarm event with a valid password or with prior
written authorisation from the Company and we do not accept liability for any loss or error that may occur
as a result of this action.

7. Single path failure conditions of EN50131 Grade 2 & 3 systems are normally filtered for 60 minutes and
Grade 4 systems for 10 minutes in order that the alarm may be aborted through receipt of a restore signal
to avoid unnecessary call to Keyholders.

All intruder alarm signals received from sequential confirmed intruder alarm systems within premises residing
in NPCC or Police Scotland Authority Areas are held for 120 seconds in order that they may be aborted or
confirmed by a second detector.

Southern Ireland Only

Where the alarm signalling and monitoring arrangements are such that a communication or transmission fault
might possibly give rise to Garda Siochana call-out, the Company should advise the subscriber in writing at
the time the alarm-monitoring agreement is being set up that communication or transmission faults that result
in Garda Siochana call-out can adversely affect future Garda Siochana response to the alarm system.

Path Failure Reporting

Our ARC will normally advise the Company the next working day by report should a Path Failure remain in
'Fault' for greater than 24 hours. Systems set to ‘log only’ may not report. Our ARC considers that any 'duty of
care' responsibilities to the Company in respect to systems exhibiting signal failure will have been fulfilled
following the above actions. Reports can be run via SmartPAC to list all sites that are in path failure, (Reports/
Management/Unrestored Alarms/NRS/LFs).

5.11 Fault and Other Advisory Alarm Conditions

Following the increased signalling requirements of EN50131 the number of signals to be sent to the ARC have
noticeably increased, especially those categorised as low priority or advisory.

Customers should recognise these low level alarms as ‘advisory events’ and in many cases, dependent upon
their circumstances, either an immediate automated notification method will be adopted, i.e. by text*, email,
telephone, or these events are recorded in a report log for subsequent review by the alarm maintainer.

The default response to a range of fault and advisory events is stated in the following tables.

These signals are treated as low priority and may attract an extended filter period; if the signal restores in the
delay period this may abort the alarm condition and no action will be taken.
Note: Some panel manufacturers may delay the transmission of AC mains fail & low battery to the ARC.

SMCPCCUSO001 Issue 30.1 — April 2022 Page 33 of 105



SMC

Action taken by our ARC Filter period
Type of Alarm Premises Open Premises Closed EN50131
(or unknown) Grades 2,3 & 4

Premises or Contacts Premises or Contacts | 60 minutes

AC Mains Fail (622MF)

Low Battery Grade 4 Premises or Contacts Premises or Contacts | 60 minutes

(622LB)
Low Battery Grade 2 & | By Report Only By Report Only (LBLOG) | N/A
3 & Non Graded
Tamper Premises or Contacts Contacts (622TA) 60 minutes
System Fault Premises or Contacts Contacts (622SF) 60 minutes
General Undefined Premises or Contacts Contacts (622) 60 minutes

Trouble Signals

In line with customer feedback we have made provision for almost any alarm to attract a ‘by report only’
response and unless otherwise specified the following events will be set to “log only — by report” and will not
normally receive the attention of an ARC operator.

Type Description Log ONLY event

Communications Path | GSM Radio Fail (Zn 8) GFLOG

Open/Close Open/Close 34 Open/35 Close
Reportable on request

Polling Poll Failure 540DPF/522DP

TEST option GSM Path TEST ATSG

TEST option Land Line Path TEST ATSL

Trouble Low Battery AHS002/LBLOG

Unexpected event Unknown UNKLOG

All these events are available by report for the Company to view the next working day as necessary. It is the
Company’s responsibility to action these events to the end-user where applicable and to ensure corrective
actions are carried out as required where required.

Where the event is a trouble, polling, communications path or other unexpected event, it is recommended that
a full test of the alarm system including every zone and all signalling paths is carried out to the ARC for each
alarm and restore channel.

The following events are available as ‘LOG only — By report’ where requested:

Type Normal Event | Description Log ONLY event | Restore
0 UNKNOWN 1000 NOT USED OR SETUP UNKLOG

1 FIRE 101 FIRE ALARM FALOG

2 PA 200 PERSONAL ATTACK PALOG

3INT 1322 INTRUDER INTLOG

3INT 1380 INTRUDER CONFIRMED | CONLOG

4 COMMS 522DGF GPRS FAIL GPRLOG 2000DG
4 COMMS 522GN GSM FAIL GNLOG

4 COMMS GFLOG GSM RADIO FAIL Log as Standard | 520GR
4 COMMS 522IP IP FAIL IPLOG 20001P
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Type Normal Event | Description Log ONLY event | Restore
4 COMMS 522PK PAKNET PATH FAIL PKLOG 520PR
5 NO RESPONSE | 522BT BT PATH FAIL BTLOG
5 NO RESPONSE | 522NR NO REPONSE NRLOG
6 TROUBLE 622MF AC MAINS FAILURE MFLOG 699MFR
6 TROUBLE 622AM ANTI MASK AMLOG
6 TROUBLE 622LB LOW BATTERY LBLOG 699LBR
6 TROUBLE 622SF SYSTEM FAULT SFLOG 699SFR
6 TROUBLE 622TA TAMPER TALOG 699TAR
6 TROUBLE 610Z0 ZONE OMIT ZOLOG
7 LINK DWN 522GL GSM LINK DOWN GLLOG
7 LINK DWN 522GL LINK DOWN LDLOG
8 POLLING 522LP DUALCOM POLL FAIL Log as Standard
8 POLLING 540DPF GPRS POLL FAIL GPPRPT 2000DP
9 TEST ATSG GSM PATH TEST Log as Standard
9 TEST ATSL LANDLINE TEST Log as Standard
9 TEST TTFLOG TIMER TEST Log as Standard
The Following Events are LOG only when Open: CO — Contacts only when closed
Type Normal Event | Description Log when OPEN | Restore
1 FIRE 101 FIRE ALARM 110CL
3INT 13220C INTRUDER 1310CL
4 COMMS 522GN GSM FAIL 510GNC
4 COMMS GFLOG GSM RADIO FAIL 510GFC 520GR
5 NO RESPONSE | 522NR NO REPONSE 510NRC
6 TROUBLE 622MF AC MAINS FAILURE | 610MFC 699MFR
7 LINK DWN 522LD LINK DOWN 510LDC
The Following Events are LOG only when Open: Actions as stated when closed
Type Normal Event | Description Log when OPEN | Closed Act.
1 FIRE 101 FIRE ALARM 101CL FB,CO
2 PA 200 PERSONAL ATTACK 200CL PF
3 INT 1304 INTRUDER 1304CL PF,CO
3 INT 1380 INTRUDER CONFIRMED | 1380CL PF,CO
4 COMMS | 390 CONF (NR + INT) 390CL PF,CO

Events should not be changed to LOG ONLY without being reportable.

As part of SMC Custodian’s continuous improvement program, all faults & advisory signals may be notified

utilising an intelligent automated process, e.g. by telephone, email or text* services.

5.12 Linkdown Message

“Linkdown” is a message sent to the ARC if the BT Scanner in the exchange has lost connectivity with the
subscriber transmission device (STU) normally through planned outages on the BT Redcare network. Our
operational teams suspend these “Link Down” messages normally from 60 to 120 minutes depending on the
severity of the volume of alarms as the majority do restore (Link OK) in this time. This could in some

circumstances effect the transmission of the GSM also.

As a duty of care if we do not see the “Link OK” in a reasonable time frame we will notify the customer of the

situation.
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5.13 Late Restoral Alarm Conditions (LRAC)

BS8243 requires all intruder signalling systems to send restores without exception. All connections should be
commissioned with the zones working the correct way round. It is bad practice to ask the ARC to invert the
response and act on restores.

The majority of intruder and path failure conditions that have failed to restore in approximately 90 minutes from
full clearing the alarm condition may be reported by the LRAC processing. The LRAC processing is a reportable
service and is accessible for review via SmartPAC Reports.

When the Company identifies an LRAC, they should proceed to restore the alarm condition as soon as
possible.

Where the LRAC is a path failure this may take longer to rectify by the path supplier but still needs the
company’s attention. Until the alarm zone is restored, the ARC may not be in a position to action any further
alarm conditions from that zone or zones, this includes path failure alarms.

5.14 Systems with Opening and Closing Time Schedules
Our ARC offers to monitor open and close against a time schedule normally at an additional cost.

LTC — Late to Close (Additional charges may apply)
ETO — Early to Open (Additional charges may apply)

Automated Late to Close (LTC) & Early to Open (ETO) Reminders

Response to LTC & ETO reminders would normally be from the automated service whereby the premises will
receive either, an automated telephone call, text* or email.

Type of Alarm Action taken by our ARC
Early to Open — ETO

or

Late to Close - LTO Premises or Contacts

(more than 30 minutes before
scheduled opening time)

Should the status change before the ARC has dispatched the reminder the incident will be treated as complete
and no further action will take place.

If the ETO reminder is generated in response to a previous alarm condition notified to the Contact/Keyholder
no challenge will be made by the ARC in response to the ETO. If the Contact/Keyholder is under duress they
should use a PA or enter a duress code when entering the protected premises.

5.15 Digital Communicator — Timer Tests

Systems communicating via Digital Communicators that are required to signal to the ARC every 25 hours to
meet the requirements of EN50131 should be configured to send daily timer test signals. The ARC monitoring
system will normally log these signals and should a Digital Communicator fail to signal, the Company should
run a report via SmartPAC to identify these systems.

Alternatively, the ARC can respond to missed ‘Timer Test’ signals and inform the Company in a similar way to
any other transmission fault, but there may be an additional charge for this service.
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5.16 Unknown Signals

If the ARC receives signals from a site/customer but the signal is unknown to the ARC we will normally notify
the Company by CDO the next working day, create a zone for the unknown event and set the response to
report only. From this point forward, every time this unknown alarm is received at the ARC the Company should
be notified by normal reporting.

5.17 Excessive Signals

The ARC monitors excessive alarm signal traffic (except for those assigned as a ‘log only’ event). Should a
particular site/system become ‘troublesome’, through the receipt at the ARC of unknown signals, unwanted
signals or repetitive alarm incidents, we will normally inform the company of the site affected. Our ARC
reserves the right to charge for excessive signal traffic.

5.18 Calling Contacts/Keyholders

There should be a minimum of two Contacts/Keyholders available 24 hours a day for seven days per week
with 1 contact being a mobile telephone number as a minimum requirement, in accordance with NPCC
requirements. A 24-hour keyholding service can be utilised as one of the two required Contacts/Keyholders.
To maintain operational efficiencies and to avoid extended delays in alarm response we recommend that there
is a maximum of four Keyholders.

Each Contact/Keyholder should have transport available and reside within 20 minutes travelling distance of
the protected premises. It is the Customer's/End Users/Company’s responsibility to ensure the
Contacts/Keyholders are maintained with the correct telephone numbers and sequence details on the ARC
database.

1. We will ring for approximately 30 seconds before terminating the call during the day (0700 -1859 hours)
and proceeding through the contact list

2. We will ring for approximately 60 seconds before terminating the call during the night (0000 -0659 and
1900 - 2359 hours) and proceeding through the contact list.

3. If Contacts/Keyholders are unavailable at the time of the incident we will suspend the incident for a
minimum of 20 minutes and we may make further attempts to contact them up to but not exceeding one
hour after the event, depending upon operational conditions at that time.

4. Answer phones are not normally considered an acceptable form of contact.

5. In the event that the ARC has been unable to speak to an authorised Contact/Keyholder, the ARC wiill
normally send a text* message for the first Contact/Keyholder and notify the Company by report the next
working day that all Contacts/Keyholders were unavailable.

6. When the ARC initiates the telephone call to the Contact/Keyholder we normally ask for the named contact
but we don’t require a password at this point.

7. Once a legitimate Contact/Keyholder has been contacted the incident will be closed. Should a
Contact/Keyholder decline to attend the premises it will be their responsibility to contact another authorised
Contact/Keyholder.

8. Itis recommended that Contacts/Keyholders have mobile communications to ensure they are available at
all times and to permit updates to be passed should the alarm status change whilst attending an alarm
call.

9. ltis the Customer / End-user / Company’s responsibility to ensure the attending Contacts/Keyholders are
trained and are fully conversant with alarm terminology used by the ARC.

SMCPCCUSO001 Issue 30.1 — April 2022 Page 37 of 105



SMC

10. The ARC cannot advise on what actions the Contact/Keyholder should make. It is recommended if the
ARC calls a Contact/Keyholder they attend the protected premises without exception.

11. Contacts/Keyholders should be advised that for disaster recovery purposes we use non-geographic

numbers for passing alarm calls and our numbers must not be placed on restriction with their telephone
service.

ARC presentation numbers: 0844 879 1703, 0844 879 1719 & 0844 879 1720

The above requirements apply to all types of alarm signals that require site attendance. The response to an
alarm event by the ARC may be made by an ARC agent telephoning the authorised Contact/Keyholder or form
part of an automated process.

Automation of Incident Response

To improve efficiency and to provide a quicker response to alarm incidents we use an automated process for
dialling Keyholders, this results in the ARC Agent only becoming involved once a successful call is made at
the time the keyholder answers the telephone.

Please see Appendix B for details of the Operator Assist process.
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5.19 Calling Premises

There are two premises’ telephone number fields available on the monitoring database and only premises’
telephone numbers should be contained in these fields. Under no circumstances should the premises number
be inserted in the keyholder fields as this may cause confusion for the dispatch staff and may render the
password not being requested which is a security risk.

If the premises number is requested to be contacted as part of the call plan the following rules apply:

1. Each number entered in the premises telephone number field will normally be rung for up to and not
exceeding one minute.

2. If an answer phone is encountered we will not leave a message. We continue with the call plan.

3. We will normally request a password to verify the identity of an authorised user for security related
incidents, for non-security related incidents a password is not normally required.

4. Itis the Customer/End-user/Company’s’ responsibility to ensure these numbers are kept up to date.

5. ltis strongly recommended these numbers are not call forwarded to another destination as this may lead
to the ARC not asking for a password at the correct point.

Note: Normally telephone numbers of the protected premises should be listed against the site details only and
must not be duplicated as Keyholders.

5.20 Adverse Weather & Unforeseen Circumstances

Operations Team

Our ARC maintains operating levels to meet normal fluctuations of alarm signal traffic and have contingency
plans in place should alarm signals reach unacceptable levels. In adverse and unforeseen circumstances,
notably through severe weather conditions, extended power / network failures or National/Global Emergencies
including epidemics or pandemics where signals received may exceed the number of operators available, the
alarm queue will be managed,;

= Our operators will prioritize the following high priority signals: Telecare, Fire Alarms, PA, Lone
Worker and confirmed intruder where a valid URN is in place. All other signals will be automated
which means that text* messages will be sent to keyholders informing them of any activations
outside of the above priority signals.

e Inthe case of CCTV, subject to the volume of activations at any given time we will introduce a revised
amount of allowable false alarms to a maximum of three in an hour (false and unwanted). Once the
system has reached this limit it will be isolated and a fault report sent to the Company until the cause
is resolved.

Important Actions to note:

1. Please ensure keyholders are made aware of those activations as detailed above which will be notified in
text* format.

2. Please check all keyholder details to establish which do not have a mobile number and provide us with one
for those that don’t. Updates should be made via the TOUCH portal. If you use a keyholding company this
may require you to agree with your keyholding company for them to provide a mobile phone number for this
purpose.
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Customer Support Team.

In line with the contingency plans above, the Customer support team could be in a position whereby remote
working capabilities are mobilised. This will enable the team to continue to access our systems for inputting
changes, updates and ordering of signaling devices. Unfortunately, due to our customer support teams
working remotely from home, waiting times on our phone lines could be longer than normal (including for
data amendments), and we need your help to prioritize the most important calls and requests. Therefore, we
would ask you to please use TOUCH to make simple changes and updates to your keyholder details. Please
only contact us if you are unable to use TOUCH.

If you do not have TOUCH, please register at www.smc-net.co.uk

In the Event of Centre Closure:

We will endeavor to activate the following support:
¢ Remote working for customer support team;

e Operations will only action the following critical signals: Telecare, Fire Alarms, PA, Lone Worker and
confirmed intruder.

¢ Inthe case of CCTV, subject to the volume of activations at any given time we will introduce a
revised amount of allowable false alarms to a maximum of three in an hour (false and unwanted).
Once the system has reached this limit it will be isolated and a fault report sent to the Company until
the cause is resolved.

¢ Non-essential services such as out-of-hours call handling may not be available.
5.21 Mezzanine Services — Smart Response

Mezzanine is the automation of operator incidents where the alarms are low priority or repetitive.

This service uses the following methods of communication to inform the customer of the alarm incident.

Number Type of Communication Confirmation | Confirmation Method
1 Text* (there may be an additional charge) | No N/A

2 E-mail No N/A

3 IVR (Interactive Voice Response) A No N/A

3 IVR (Interactive Voice Response) B Yes Accept key

3 IVR (Interactive Voice Response) C Yes Pin Number

We monitor the transmission of these services but cannot guarantee the delivery or receipt unless a service
with a level of confirmation is utilised. Therefore non-confirmed services should only be used for information
only. Any security based applications should use service 3C. The ARC does not accept any liability for the
incorrect application being selected.

5.22 Multiple Signalling Sites/Systems

It is strongly recommended that for every signalling system only one site is associated. Connecting multiple
signalling sites/systems can be very complex in nature and should be discouraged.

For example, a digital communicator signalling with two intruder sites shop 1 and shop 2.

Zone | Description/Area

Fire — Shop 1

PA —Shop 1

Intruder [Unconfirmed] — Shop 1
Open/Close — Shop 1

AC Mains Fail — Shop 1
Bypass/Omit — Shop 1

OB |WIN(F

SMCPCCUSO001 Issue 30.1 — April 2022 Page 40 of 105


http://www.smc-net.co.uk/

SMC

7 Intruder [Confirmed] — Shop 1
8 System Fault — Shop 1
9 Intruder [Unconfirmed] — Shop 2

10 Fire — Shop 2

11 PA — Shop 2

12 Open/Close — Shop 2

13 AC Mains Fail — Shop 2

14 Bypass/Omit — Shop 2

15 Intruder [Confirmed] — Shop 2
16 System Fault — Shop 2

PT 24 Hour Timer test

The commission process would need to ensure that both areas are fully tested.

We accept no liability if sites are not fully commissioned to the ARC.
5.23 Multiple Path Failures (Flood Conditions - WebWay)

All networks are susceptible to disruption and occasionally this may affect a large number of remote locations
monitored by the ARC. The potential impact on the operation is serious as multiple communications failures
are reported to our agents simultaneously.

Flood condition identifies a mass network outage and protects the ARC from a flood of communication failures
being delivered to operators. The end-user should benefit from unnecessary disturbance due to
planned/unplanned network maintenance that does not compromise the integrity of their remote IAHS systems
(where dual path systems have been deployed).

Activation of Flood automatically delivers a high level alarm to ARC support. The status of the sites affected
are then monitored, and once the network outage has cleared Flood Condition is released.

Flood does not block the delivery of alarm activations from the protected premises to the operator (e.g. Fire,
Intruder, Open, Close, Confirmed Intruder, etc.).

5.24 Reasonable Alarm Monitoring and Associated Charges

Some companies have connected additional alarm/activity that is not associated with the monitoring service
the site was quoted, ordered, and invoiced for or the site has repeated failures that are not being addressed.

Our ARC reserves the right to charge for additional alarm/activity where excessive traffic is not fair and
reasonable and deemed to be over and above normal expected levels.

5.25 Omit/Re-arm

There is a requirement under BS 8243 — 2010 in Annex A Section A.2.1 Intruder Alarms (IASs) incorporating
sequential alarm technology only - the 3 paragraph of A2.1 it states:

At the time of reinstatement of the intruder alarm system (IAS), an alarm condition should not occur. To achieve
this detector(s) remaining in alarm condition at the expiry of the confirmation time should be inhibited and a
signal sent from the control and indicating equipment (CIE) to the ARC to indicate that the detector(s) has
been inhibited. The ARC should inform a Contact/Keyholder that detector(s) in the IAS are inhibited

Most Control Panel Units (CPU’s) can send a signal to indicate that a zone has been inhibited (By-Passed or
Omitted) but unfortunately they cannot disseminate between this being carried out manually (by the alarm user
when setting their alarm system) or automatically (by the alarm panel following an alarm activation).

To comply with the above condition our processes for Zone Omit are as follows:
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On receipt of a Zone Omit event the process checks that an intruder alarm condition has occurred in the
previous 60 minutes, the system is closed and the intruder alarm was received within the same set period:

Process True: — Action to Contacts/Keyholders
Process False: — Log Only

5.26 Pre ACPO Responses

The following is our ARC standard alarm response plan for systems issued with a URN prior to ACPO 2000 or
ACPOS 2002 (as amended 15t April 2005), which have not had their police response withdrawn.

Service Alarm Response

PA Police

Intruder (Premises Closed) Police & Contacts (Unconfirmed)
Open & Close Log Only

Confirmed Intruder (Premises Closed) Police & Contacts (Confirmed)
Confirmed Intruder (Premises Open) Premises or Contacts

Redcare No Response (Premises Closed) | Police & Contacts

Redcare No Response (Premises Open) | Premises & Contacts

Deviation from standard ARC default response plans is not recommended and could lead to an unwanted
response for which the ARC cannot accept liability.

Companies must write to the ARC stating they wish to adopt the Pre ACPO response or a personalised
response.

5.27 Suppression of Sites Reporting Continuous Signals

Any site found by an Agent to be generating continuous signals will be escalated internally where SMC wiill
review the history for the site and confirm that it is signalling continuously and identify the zone or zones
affected. Any site signalling three alarms or more on the same zone in any four-hour period will fall into this
category.

Attempts will be made to contact an authorised person, if an authorised person is contacted they will be
informed of the situation and that the individual zone will be placed on test for a period of at least twenty four
hours but not exceeding seventy two hours. Failure to contact an authorised person will result in the zone /
zones bheing suppressed for the above mentioned time periods. (When Alarm Suppression is utilised on the
database, all signals from the affected zone or zones will be logged in the history as normal but WILL NOT
be presented to an Agent for action). Comment to this effect will be inserted in the site history detailing the
actions taken. Custodian will notify the alarm company of such suppressions through the normal CDO
process.

After the test period or period of Alarm Suppression expires, the zone or zones will automatically come back
into service and any further signals will be presented to an Agent. If the problem regarding the continuous
problematic signals is not resolved, then the process is repeated.
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6. Placing a System On or Off Test
6.1 Testing Conditions

It is imperative if a system is being tested by a customer/engineer that it is placed ‘on test’ prior to testing. This
will ensure that whilst testing, an alarm event is not passed to an ARC Agent for action and the creation of a
call to the emergency services in error.

Non adherence to the testing processes below has a detrimental effect on response times for genuine events;
the ARC is unable to differentiate between genuine and non-genuine signals received. Should incidents of this
nature occur the ARC is under no obligation to investigate instances where testing protocols have not been
followed.

To assist with this process there are six options available.

Engineer testing (Using TOUCH - mobile phone application for engineers)
Engineer testing (Using SmartTEST 0844 telephone service)

Engineer testing (Manual using 0844 telephone service)

Customer testing (Using SmartTEST using 0844 telephone service)
Customer testing (Manual using 0906 service)

Via SmartPAC and TOUCH - online 24/7

oukrwnpE

All monitored alarm systems must have a unique identifier number known as the CS number and an authorised
password. Where the test is being carried out via SmartTEST the password must be numeric.

Pre-booking a test with the ARC for a time in the future could be a security risk and should also be discouraged.

Should a system require to be placed on test for longer than 24 hours a request for suspension of service must
be made in writing as described within section 3.11.

Where weekly Fire Test schedules exist on the account, please ensure that the schedule is reviewed at least
annually and any amendments are notified to the ARC.

If multiple tests are carried out by engineers and customers, care must be taken to ensure the tester does not
override the other party’s tests.

6.2 TOUCH for Engineers

TOUCH is unigue to SMC Custodian and offers your engineers the ability to place sites on and off test and
obtain remote resets without the need to make a call. With the use of a smart phone, PDA or tablet device,
engineers can view alarm history and test results in real-time, providing visual confirmation that signals sent
have been received by SMC Custodian. Refer to section 10.2 for further details.

6.3 SmartTEST (Customers — Fire Only)
Automated

During a fire alarm test all fire alarm signals received will be logged into alarm history without any operator
intervention and should a different type of alarm occur during the test period, such as a Panic Alarm, the ARC
will respond as a genuine alarm.

If you test your fire alarm to the ARC and have not received a User Number and Password for SmartTEST
purposes please contact your ARC.
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The standard test period is set to one hour with menu options to extend this period.
User Instructions:

Dial the SmartTEST telephone number for your ARC:

Nottingham: 0844 879 1706
Leeds: 0844 879 1711

Enter your User Number, and then press #
Enter your Password, and then press #

To place your Fire Alarm System on test for 1 hour, press 1.
NOTE: Our computer will automatically take the system off test after the allowed time.
Other SmartTEST Options:

Press 2, to extend the test period
Press 3, to take the system off test
Press 9, to Exit SmartTest

Note: Should you access a system via SmartTest which is already on test, you will be advised that the system
is on test and will normally be given details of any alarm signals received during the test period.

If your fire alarm system is still in an alarm condition, you will be advised of this and you will not be permitted
to take the system off test until it has been restored.

6.4 SmartTEST Manual (Customers — Fire only)
If you prefer to speak to an Operator, you may use 'SmartTest Manual' as described below:
Telephone the ARC that monitors your Alarm System on the appropriate telephone number as listed below:

Nottingham: 0906 802 0160
Leeds: 0906 802 0162

Calls cost 63p per minute from a standard BT line other suppliers may vary, mobiles may be higher.
An access charge may also be levied by your telecoms carrier, mobile costs may vary. (This statement
is correct at the release date of this document).

Inform the Operator of your CS number

Confirm your identity to the Operator

Your Fire Alarm System will be placed on test for 1 hour.

Our computer will automatically take the system off test after the allowed time.

You may extend the time by telephoning the ARC again.

When all testing is completed telephone the ARC to confirm the test signals have been received.

If you are completely satisfied, instruct the Operator that you wish the system to be taken off test.
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6.5 On Test Expiry Conditions

All test periods expire automatically at the time set upon the commencement of a test period or earlier if the
Engineer/Customer contacts the ARC to complete the test.

If the ARC monitors restore conditions and a test automatically expires, but the system has not been restored
and remains in alarm, such conditions will normally be reported to the party responsible for initiating the test
so they can be reviewed. These incidents should be treated as high priority and the offending engineer/end-
user provided with further training. The ARC will not accept any liability for tests that expire with unrestored
alarm conditions.
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7. Remote Restore (Remote Reset)

If you subscribe to this service, we may be able to control the restoring of your end user's alarm. Most
manufacturers’ restore procedures can be accommodated by our ARC.

It is the Company's responsibility to ensure that the end user is fully instructed in the procedure for carrying
out a remote restore and the circumstances under which a remote restore can be given.

7.1 Remote Restore Procedures

Following receipt by the ARC of a signalled alarm condition, the system may be restored remotely by the ARC
(acting in conjunction with the user of the alarm system in attendance at the protected premises) and
authorised by the ARC in accordance with BS8473.

Restoring in accordance with above shall only be authorised by our ARC if the following conditions are
satisfied:

7.1.1 Remote Restore (Not Policed)

When end user agreement has been obtained and authorised by an agreed security discipline (by exchange
of predetermined codes, words or numbers).

The cause of the signalled alarm condition has been clearly described by the end user to the duty operator at
the ARC and the description given is consistent with the alarm condition having been caused by client error or
it was a genuine alarm.

The description of the cause of the signalled alarm condition is consistent with there being no requirement for
an engineer’s visit.

For systems incorporating confirmation technology, the Client at the alarm control equipment may restore
unconfirmed alarms conditions without any reference to the ARC; refer to clause 10.1 of BS8473.

7.1.2 Remote Restore (Policed)

When end user agreement has been obtained and authorised by an agreed security discipline (by exchange
of predetermined codes, words or numbers).

The cause of the signalled alarm condition has been clearly described by the end user to the duty operator at
the ARC and the description given is consistent with the alarm condition having been caused by client error;
or the cause is known not to be with the alarm system.

It is our ARC policy not to remotely restore a genuine alarm that has been extended to the police due to the
possibility of the end user’s insurance cover being invalidated should it be subsequently found that the alarm
system is not fully working.

The description of the cause of the signalled alarm condition is consistent with there being no requirement for
an engineer’s visit.

The number of alarms policed has not exceeded two within the last 12 Months.

Where remote restore is denied, the Company's Service Technician should visit the protected premises for the
purpose of corrective maintenance and/or educating the user as appropriate.
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The ARC will normally inform the Company as soon as possible, usually the next working day, of all signalled
alarm conditions and the time and date of each remote restore.

7.2 Registration

To register a system to allow Remote Restore to be carried out complete the relevant sections on the
Monitoring Application Form, indicating which of the listed types of Remote Restore equipment has been
installed and where appropriate, the SEED code number.

7.3 Remote Restore by Company

BS8473 permits the Company to designate its head office or branch offices as 'Restore Management Centres'
and issue 'remote restores' to end users.

However, for the Company to carry out managed restores they must have access to the alarm history in order
to determine if a managed restore is appropriate and must inform the ARC following the issue of any restore,
the SmartPAC software suite available from our ARC may permit the Company to meet these requirements.

7.4 Remote Restore Flowchart

remises called to verify alarm Client requests
and Client requests a Remote Remote Restore by
Restore telephone
Password or I.D. No.
» requested and
verified
Notes Client

asked for cause of
alarm

The Alarm Monitoring System is System Fault

configured to permit remote restore
within defined criteria in accordance

with BS8473 . . .
No requirement for an engineers visit

Alarm incident was
Policed

Where a remote restore is
authorised the alarm company Yes
should ensure that the alarm system
is in full working order. Failure to do
so could affect the End User’s
insurance cover

The alarm was a
'‘Genuine Alarm'

Number of
alarms policed
have exceeded
2in last
12 Months

No

4

Code on alarvm equipment
requested, anti-code given Reset denied and
to client. logged,
refer to Alarm
Reset logged in history and Company
Alarm Company informed
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8. Company liability for accuracy of data held and system status at the ARC
8.1 Annual Audit

The management of data is most critical and requires the highest level of management control by both the
Company and the ARC. We strongly advise that at least once per year the Company carry out a critical data
audit of the information held by the ARC for all its Monitored Systems, Company Engineers and Authorised
Users, i.e. telephone numbers, URN, Authorised Contacts & Keyholders, Passwords, etc. The ARC does not
accept liability for any loss or error that may occur as a result of:

Data/instructions that have not been confirmed in writing by the Company
Instructions that have been submitted on non-ARC recognised forms

The receipt of ARC data change acknowledgements not being monitored
Received acknowledgements not being checked for correctness

Critical Data Omissions and other reports received not being addressed
The ARC not being updated where details have changed

e  Suspended alarm systems which have not been reinstated

8.2 Company Maintenance & Corrective Actions Visits

These visits are an ideal time to review end-user critical data such as:

Site data

Contact/Keyholder information

Status of response to the emergency services
Response to every zone

The zone configuration

System status (i.e. in-service or suspended)

ogkrwnrE

The alarm signalling system to the ARC should be tested in full. Particular attention should be given to:

The open/close signals are working the correct way round

The site is online and not suspended

Every zone being monitored

Where path failure monitoring is included every communication path and dual monitoring failure should be
tested. Most devices will normally have a single button that can be engaged to test all paths for
maintenance purposes. Failure to test path failures and restores on maintenance visits may leave the
signalling system in a failed mode rendering the systems on ‘bells only’.

5. Contacts/Keyholders are correct and will be called in the correct sequence.

6. The status of emergency service response is correct, i.e. Fire, PA & Intruder are correctly on/off response

e

The attending engineer should always check via TOUCH, SmartTEST or with the ARC before leaving site to
ensure all zones are clear (status clear) and the system is open / disarmed.

Our ARC does not accept any liability for systems left on test status or un-restored when the engineer has left
site.

8.3 Company review and action of ARC Reports

It is the Company’s responsibility to ensure that reports detailed in sections 3.9 (Critical Data Omissions), 3.15
(Reports) & 5.11 (Fault & Other Advisory Alarm Conditions) whether available via SmartPAC Reports or as
received directly from the ARC are reviewed to identify and amend any missing or incorrect data. Failure to do
this could result in customers/end-users not receiving the correct alarm dispatch, information they have paid
for or incurring additional cost. Our ARC will not accept any liability for failed alarm dispatch or
telecommunications costs from a third party supplier or customers/end-users where reports have not been
addressed with appropriate corrective actions.
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9. Technical Information
9.1 Use of Alternative Call Providers

There have been some instances where delays have occurred in the transmission of alarm signals where
alternative call providers, sometimes called Carrier Pre-Select, are utilised on lines servicing digital
communicators.

Under normal circumstances, the digital communicator will initiate communication with the ARC receiver device
with the sending of a “Hand Shake” tone, this must be acknowledged to the digital communicator within a set
period of time, (which varies depending upon the digital communicator manufacturer).

The delay which can be introduced by the use of a Carrier Pre-Select vendor may cause the digital
communicator not to receive the acknowledgement within the appropriate time. If this happens, the digital
communicator will attempt to send another “Hand Shake”, at the same time as the acknowledgement is being
returned. This results in both signals being unsuccessful.

It must therefore be ensured that communication devices are signalling correctly during commissioning and to
identify existing sites that may be affected and investigate the occurrence of multiple entries in the ARC history
by site for the same event. We have written a specific report on SmartPAC to identify such sites that may be
affected, (Reports/History/Repeated Events in the last 24hrs).

If you identify a site that is affected there are three possible solutions as follows;

1. Prefix the dialled receiver number on the chip by 1280. This forces the call to be routed back to BT and
therefore removes the delay.

2. Inform the customer to remove LCR (Least Cost Routing) from the affected line.

3. Provide an alternative line for the digital communicator to use.

Please note: this solution may not work for some suppliers.
9.2 215t Century Network and NGN’s (Next Generation Networks)

Some communication companies have commenced the rollout of 21t Century Network (21CN) integrating
various networks into one converged multi-service network. This could affect the communication path for some
security transmission devices.

It is the Company’s responsibility to ensure that communication devices are compatible with the network.
9.3 Using Contact ID/SIA to Overcome 21CN and NGN’s Update

Traditional security signalling protocols like ‘Scancom Fast format’ and ‘Ademco Contact ID’ work on DTMF
(dual tone multi frequency). This is where pairs of tones are sent down the line at a specific frequency and
duration, the listening device (receiver) decodes these back to numbers.

A quote from the Ademco standard below shows that the tolerances are so tight (especially the kiss-off tone)
that when a least cost or VolP (Voice over IP) provider is introduced, there may be a slight delay with the signal
being compressed, causing it to lose its timing/tone structure and fail to send:

The handshake tone sequence shall consist of:

e A burst of 1400 Hz. +3% tone with a duration of 100 msec. +5%
e A pause of 100 msec. +5%

e A burst of 2300 Hz. +3% tone with a duration of 100 msec. +5%

The Kiss-off tone from the receiver is used to tell the transmitter that the message has been received
successfully. The frequency of the tone shall be 1400 Hz. +3% and shall be sent by the receiver for a minimum
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of 750 msec. and a maximum period of 1 second. The transmitter must detect a minimum of 400 msec. of
tone before considering the kiss-off to be valid.”

In more modern signalling protocols like SIA, this has moved away from DTMF to FSK (Frequency Shift Key).
This protocol is like a computer modem signalling with binary on and off. Because there are only 2 states to
detect and not the 15 of DTMF, there a lot more chance of getting through.

Although SIA signalling can improve the ‘hit rate’ of a failing communicator, as they both use analogue sounds

to transmit the signal, both are susceptible to timing and tone issue that come with some providers. It therefore
cannot be considered a permanent fix and an alternative signalling system should be installed.
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10. Product Support Software (Smart Suite)

The SmartPAC range of products has been developed for remote use by the Company to maintain control
over their alarm systems and contribute to their business efficiency. SmartPAC permits the Company to
manage and control data on-line, in real-time, accurately and confidently without the need for off-line
verification within the requirements of BS5979 and BS8473.

10.1 SmartPAC

This facility provides real-time access to the Company’s database. It enables amendments and additions to
be made to Contact/Keyholder information, URN’s / Status of URN’s as well as making changes to a whole
host of data including site details, etc. For further information email: custodian@smc-net.co.uk.

T UCH

Installers: Allowing installers to remotely manage end user and engineer records, generate reports and place
orders- live. Customise TOUCH, unique with your own branding and invite customers to use TOUCH and
maintain their own records.

Engineers: Offers engineers the ability to place sites on and off test and obtain remote resets without the
need to make a call. View alarm history and test results in real-time, proving visual confirmation that signals
sent have been received by Custodian.

End Users: Allows end-users secure access to their account to make changes to keyholders, authorised
users and passwords, view event history and generate key reports.

For further benefits and to register: https://www.smc-net.co.uk/en/uk/portfolio-management/TOUCH/

10.3 SmartForms

This facility provides a suite of electronic forms which can be viewed and completed via a web browser and
emailed directly to our ARC Administration.
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11. Additional Services
11.1 Out of Hours Emergency Demand Service Calls

Our ARC'’s are able to offer under a separate contract an additional chargeable service to the Company for
the handling of service requests from their clients outside of normal working hours. This service has the
following benefits:

e Facility - Dedicated 0844 number answered by our professional Customer Service Agents, in the name
of your company.

e Procedure — On receipt of a call from your customer, we will take their name, address, contact name and
number plus particulars regarding the nature of their problem. These details will be entered onto our
system, whereby a service job will then be raised. We shall contact the assigned engineer via our
automated service dispatch. If we do not get confirmation from the engineer that they have received the
call we will continue trying at 5 minute intervals for a period of 15 minutes. At this point we will revert to a
backup engineer if one is in place with the same procedure. If after 30 minutes we have been unsuccessful
contacting the duty engineer we may escalate to contacts that you specify.

e Escalation Procedure - An escalation procedure is required and be kept up-to-date should the ARC be
unable to contact the duty engineer. If unsuccessful the outstanding call will be assigned to the company
office and passed the next working day. If an escalation procedure is not present the outstanding call will
be assigned to your office for the next working day.

e Training — Additional training on the use of TOUCH/SmartPAC to facilitate the maintenance of engineer
details and call out schedules will be provided by either an on-line training program or by appointment.

All calls may be recorded for security and training needs

This service is available from 17:00hrs until 08:30hrs weekdays, all weekends and covering all recognised
Bank Holidays as standard.

Non-provision of Service

We ask that at all other times the company ensures cover for these calls locally as we do not normally cover
demand service calls Monday to Friday 08-30hrs to 17-00hrs as these are peak traffic times for the ARC.
Consideration also needs to be given to days leading up to Bank Holidays.

In the event of an emergency at the company we may offer a service on a case by case basis dependent on
the circumstances. All applications for additional cover must be made to the Customer Service Manager prior
to the provision being required giving at least 48 hours’ notice. Normal out of hours service is not covered by
the ARC DR/BC plans. If you wish for your service to be covered additional fees may apply.

In avoidance of doubt, additional days are charged at £100.00 per day per company.
11.2 Keyholder Care

Keyholder Care offers valuable peace of mind to employers and those responsible for providing a duty of
care to their Keyholders when being placed in the vulnerable situation of attending site when an alarm
has activated.

This protective service provides the keyholder with a set time window to attend site and return back home,
with the opportunity for the keyholder to extend the time if needed. Once safely home the keyholder will
close the Keyholder Care record.

If an acknowledgement of a safe return is not received, or the time window is not extended, Custodian
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will step in and escalate the potential risk to the keyholder's safety by alerting a chosen emergency
contact.

Value added benefits for the Company and End Users

o Keyholder Care is available to all End User Premises via their Alarm Company and is charged to the
Alarm Company as an annual fee for each premises where this service is required

e This annual charge covers all the site keyholder’s, existing and new, so there is no need to renew or
amend the Keyholder Care details as site keyholder’s change

e Available to order via SmartForms

e Campaign programme support is available to target existing base of monitored connections

Ordering the service
The Keyholder Care service can be ordered for new and existing monitoring connections by completing

the appropriate section of a New Monitoring Application Form or Keyholder Care Form within Custodian
SmartForms Suite.

Keyholder Care Contact Details

Keyholder Care Escalation Keyholder Only

Name Pin/Password

Mobile Number Tel 2

The Keyholder Care Escalation Keyholder is the person we should contact in the event that the Keyholder
attending site, in response to an alarm activation, does not respond to Keyholder Care Assurance
Messages within specified timescales.
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Keyholder Care Service

The flowchart below describes the follow up actions for an alarm at premises that has subscribed to
the Keyholder Care Service.
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Escalation Procedure

In the event that the keyholder does not respond to the time window expiry alert, by extending the period
of time or confirming they are home, the Alarm Receiving Centre Operator will proceed as described
below:

Step 1: Call the predefined “Escalation Contact”

Notify the Escalation Contact of the alarm activation, the details of the Keyholder attending and that the
Keyholder Care time window has elapsed without a response from the Keyholder.

Two attempts will be made to call the escalation contact before proceeding to step 2.
Step 2: Call the attending Keyholder’'s home telephone number, if available

If the Keyholder does not have a home number, there is no reply from their home number or it is established
that the Keyholder has not returned home, then proceed to step 3.

Step 3: Call the “Site Keyholders”

Notify an alternative Keyholder of the alarm activation, the details of the Keyholder attending and that the
Keyholder Care time window has elapsed without a response from the Keyholder.

If the escalation process is unsuccessful at the first attempt, we may make further attempts to escalate the
Keyholder Care Alarm, until the call has been passed to the Escalation Contact, an alternative Keyholder or
the Alarm Receiving Centre is advised the Keyholder that attended the activation is safe.

The Alarm Company will be advised in writing of all instances where we have been unable to escalate the call.
11.3 Lone Worker Monitoring Services

Our Leeds Alarm Receiving Centre is inspected and approved for the monitoring of lone worker devices to
BS8484, the code of practice for the provision of lone worker device services, accredited by the National
Security Inspectorate.

Lone workers are vulnerable from all aspects of risk and the provision of a lone worker device may assist in
summoning an emergency responder to assist when incidents occur that requires assistance from a third party.

To enable the ARC to monitor and respond to signals received from a Lone Worker Device effectively the
following conditions apply:

1. The Lone Worker Device must comply with the requirements of BS8484 and the supplier must issue a
certificate of conformity for the device confirming compliance with and detailing how compliance is
achieved.

2. The type and model of lone worker device must have been accepted by the ARC as compatible with its
alarm monitoring platform and permit alarm signals to be managed to the requirements of BS8484.

3. The ARC must be in receipt of a Monitoring Application Form for each device providing personal details of
the user as defined within BS8484.

4. The ARC may only pass lone worker alarms to the emergency services where listening-in by the ARC
operator or whilst in conversion with the user it is deemed by the ARC operator that an emergency response
is desirable. In all cases an emergency responder other than the emergency services must be provided to
assist the user in cases where an emergency service response is unavailable.

The requirements for Police attendance to lone worker devices is set out within Appendix V of the NPCC
Policy.
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Incident data, alarm response plans, personal details of lone workers and customer details, as provided to
enable effective monitoring and response to activations received from lone worker devices, are held within our
BS5979 approved ARC’s and across our ‘quad redundant’ network as described within section 2 — Technical
Infrastructure, this permits monitoring to be continued at an alternative ARC within the requirements of BS8484
in the event of an emergency at the normal host ARC.

11.4 Telecare Monitoring Services

Our Leeds Alarm Receiving Centre is inspected and approved to the Telecare Service Association Codes of
Practice under the scope of recognition for the remote monitoring of telecare services.

Telecare is a service that enables people, especially older and vulnerable people, to live independently in their
own home. It is a way of enabling them to call for assistance, at any time of the day or night. Depending on
the equipment installed, it may also be able to summon help automatically when sensors in the home are
triggered by unusual behaviour patterns, or lack of them.

11.5 Mentor Services — CASH (Contract Administration and Service History)

CASH by Mentor is the market leading business management solution

for security installers. CASH allows alarm companies to run their

business all the way from the very first sales enquiry through to install ""’ Cas h

and billing and has real time links to engineer handheld devices and

our ARC. cope steamined £ sman

CASH links up with TOUCH, SmartPAC and MASterMind to ensure that the flow of data between the installer
and Custodian is watertight — and fast.

ARC interfaces from MasterMind to the Mentor Cash System
1. Alarm Activity Downloads

MASterMind can be programmed to download the activity of the ARC via e-mail direct to the Mentor Cash
database to allow the Mentor user direct access to the monitoring data via Mentor cash software.

2. Keyholder — Updates

TOUCH allows the alarm company to offer its End Users direct access to their signalling system accounts
to view signalling history and also update their key holder information. All this can be accomplished from
a link on the alarm company’s website and can remove a significant administrative burden from the back
office team. As a further development to the TOUCH software users of Mentor's CASH system have now
got the added benefit that all key holder updates carried out by end users are automatically transmitted to
the CASH keyholder database to ensure MasterMind and CASH are always in sync.

3. Service Dispatch

Users of the Mentor CASH system may be interested to know that the ARC can now offer an out of hours
messaging and engineer dispatch service direct to the engineer's On Call PDA. Call out requests from
signalled systems will be transmitted to the engineer’'s PDA in the same way that the alarm company
dispatch team does during the day. Requests from non-signalled and / or non-maintained systems are
sent to the PDA and the engineer is offered the chance to find the site on his hand held device and create
the call locally out of normal hours. This gives a seamless transition from normal daytime to out of hours
operation and negates the need to update the previous night’s calls on the Mentor CASH system each
morning, saving precious administrative time.

For further details and associated costs please contact your Account Manager or your Customer Service
Manager at the ARC.
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12. Data Protection
12.1 General Data Protection Regulations (GDPR)

Personal information relating to you, your employees, your customers, their authorised contacts and
Keyholders will be held by our ARC on the Alarm Monitoring Computer System. Please ensure that relevant
names, addresses and contact details are correct.

Information received by either post or email, including replies and forwarded copies (which may contain
alterations) subsequently transmitted from the ARC are confidential and solely for the use of the intended
recipient within the purpose of the original transmission. The ARC will retain this data including personal
information either electronically or in hardcopy.

Telephone calls to and from our ARC’s are recorded for security purposes and you must ensure your
employees, clients and their authorised Contacts/Keyholders are aware of this.

Personal data is retained for the periods defined within our Quality System. This is in accordance with our
recognition of operating BS5979 Category Il ARC'’s, as recognised by NSI, for the monitoring of Intruder
Alarms, Fire Alarms, Lone Worker devices and the TSA for the monitoring of Social Alarms.

Company employees who have access to personal data, alarm system information and activation records are
security screened to BS7858 as part of the company induction process and continued employment is
dependent on successful security screening.

It is your responsibility to ensure that the information provided in respect of Keyholder’s personal information
is correct and updated, if required. In providing the Keyholders’ details, you are confirming that you have
authority from the individual to provide their personal information.

For further information about how we manage, store and process personal information please visit: GDPR
Compliance | SMC (smc-net.co.uk)

Holding obsolete Contacts/Keyholder details
BS5979 requires us is to hold this data for a minimum of three years after final termination.
Disclosures required by law

Personal data will be exempt from the non-disclosure provisions when the disclosure is required by law, statute
or court order, in connection with legal proceedings or for the purpose of obtaining legal advice.

12.2 Audio Recording for ARC Telephone Conversations

Our ARC’s have to comply with BS5979 and the TSA codes of practice, therefore all inbound and outbound
telephone conversations are recorded and held for a period in excess of one year. These recordings are the
property of our ARC’s. We will only release copies of these recordings under the terms of the General Data
Protection Regulations.

Release of recording to Data Subjects
The regulations are very clear in this area and we must gain permission from all parties involved in the
telephone conversation before we can release copies. It is imperative even if we release copies these are not

copied or played back to a third party without our permission.

To identify and reduce time taken to recover telephone conversations it is necessary for the exact time and
date of the telephone call to be provided, without this information we will be unable to fulfil the request.
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The copies will only be released by e-mail, and we reserve the right to charge for the service. We do not
normally make transcripts of audio conversations.

An Audio Access Request Form must be completed in full and approved by our ARC before we will release
any copies of audio conversations.

Release of audio recording for investigation of alarm incidents

Audio recording or extracts from them will be released to the Company for whom we provide the monitoring
service, where required, if the content of the recording solely relates to the incident in question, i.e. intruder
alarm, fire alarm or telecare monitoring service. Where the content of recordings includes personal information
and opinions unrelated to the purposes of the recording, extracts or transcripts will be released relating to the
specific incident only rather than copies of the full recording.

An Audio Access Request Form must be completed in full and approved by our ARC before we will release
any copies of audio conversations.

Contractual Obligations

GDPR requires that contracts between the controller (you) and the processor (SMC) includes appropriate
language to record the parties duties in relation to processing data. To comply with this requirement the
following clauses form part of our contract with you (this will refer to section 7):

7.4 Personal Information Protection and Privacy

7.4.1 Definitions

7.4.1.1 “Controller” means the party that determines the purposes and means of the Processing of Personal
Information. If the parties both serve as a Controller, they are Co-Controllers.

7.4.1.2 “Data Breach Incident” is circumstances (whether intentional, or unintentional or accidental) that
involve actual or a reasonable possibility of unauthorised access to or possession of, or the loss or destruction
of, Personal Information, whether ultimately confirmed or not.

7.4.1.3 “Data Privacy Laws” mean applicable laws and regulations relating to Personal Information protection
of any country, state, or municipality with jurisdiction to regulate the activity under this Agreement.

7.4.1.4 “Modified Personal Information” means Personal Information that the Customer combines with other
data or information, including but not limited to geolocation data, identifiers for individuals not in the Company’s
possession, or publicly available data. Modified Personal Information is a subset of Personal Information.
7.4.1.5 “Personal Information” means information and data exchanged in connection with this Agreement that
is related to any identified or identifiable natural person or, to the extent of a conflict with applicable law, which
is subject to any Data Privacy Laws.

7.4.1.6 “Processing” means any operation or set of operations performed on Personal Information or on sets
of Personal Information, whether or not by automated means, such as collection, recording, organization,
structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission,
dissemination or otherwise making available, sharing, alignment or combination, restriction, erasure or
destruction.

7.4.2 Compliance with Law. The Services being provided require the collection of Personal Information to
function as intended. Both parties will comply with applicable Data Privacy Laws as pertaining to Personal
Information Processed in connection with activity under this Agreement. If necessary, the parties will work
together in good faith to make any amendments or enter into any additional agreements as may be required
by a change in Data Privacy Laws.

7.4.3 Ownership of Personal Information. Any Personal Information contained within the Company’s
products or services is owned by the Company.

7.4.4 The Controller. Prior to providing Personal Information to the Company, the Customer is the Controller
of the Personal Information and responsible for all obligations with respect to that data, including, without
limitation, providing notice for the individuals for whom it provides personal information to the Company. Once
the Customer has provided Personal Information to the Company, the Company and the Customer are Co-
Controllers.
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7.4.5 Shared Rights and Obligations.

7.4.5.1 If a party Processes Personal Information for any purpose beyond the scope of this Agreement, then
that party assumes the notice obligations.

7.4.5.2 If the Personal Information is involved in a Data Breach Incident, the party on whose system the data
was stored is responsible for any notifications and associated costs. Unless prohibited by law or a regulator
with jurisdiction over a party, the party making the notification shall make reasonable efforts to coordinate with
the other party to allow for input into the content of a notification before it is made.

7.4.5.3 While performing under this Agreement, if a party learns of any: (i) complaint or allegation indicating a
violation of Data Privacy Laws regarding Personal Information; (ii) request from one or more individuals
seeking to access, correct, or delete Personal Information; or (iii) inquiry or complaint from one or more
individuals relation to the Processing of Personal Information, the party will exercise reasonable efforts to
promptly notify the other party in writing, except to the extent prohibited by law, law enforcement, or a regulator
with jurisdiction over such party. The parties shall provide reasonable commercial assistance to each other in
investigating the matter, identifying the relevant information, preparing a response, implementing a remedy,
and/or cooperating in the conduct of and defending against any claim, court or regulatory proceedings. The
parties will take all reasonable commercial and legal steps to protect Personal Information against undue
disclosure.

7.4.6  The Customer’s Rights and Obligations.

7.4.6.1 If the Customer provides the Company with any Personal Information, the Customer will ensure that it
has the legal right to do so. The Customer will provide notice to the individuals whose Personal Information it
has provided to the Company prior to providing it to the Company. The Company has the option of providing
a notice for the Customer to distribute for this purpose with the content of the notice being applicable to
products and services that the Company provides under this Agreement.

7.4.6.2 If the Customer uses other sources of data, including without limitation geolocation information, to
connect Personal Information Processed in Products or Services under this Agreement, the Customer shall
have all responsibilities and obligations under Data Privacy Laws for such Modified Personal Information. The
creation and Processing of Modified Personal Information shall comply with applicable law, including without
limitation Data Privacy Laws.

7.4.6.3 If the Customer uses Personal Information or Modified Personal Information for direct marketing
purposes, the Customer shall comply with, and is solely responsible for complying with, Data Privacy Laws,
including any applicable obligation to conduct direct marketing only after compliant opt-in consent is explicitly
obtained.

7.4.7 The Company’s Rights and Obligations.

7.4.7.1 The Company may share Personal Information with the Company’s service providers but only in
accordance with applicable Data Privacy Laws and with appropriate protections in place.

7.4.7.2 The Company may store Personal Information on servers located and accessible by its parent and
affiliate entities and service providers with appropriate protections in place.

7.4.7.3 To the extent that the Company Processes Personal Information under this Agreement, the Company
will retain the Personal Information for the term of this Agreement and thereafter as may be required by this
Agreement, to protect the Company’s legal rights, or as may be required or permitted by law and/or audit
requirements. To the extent that the Company Processes the Personal Information for purposes separate and
apart from this Agreement, the Company serves as a Controller and assumes legal obligations as a Controller,
including for defining the appropriate retention period.

7.4.8 Privacy Notice. Please review the Company’s privacy notice at https://www.smc-
net.co.uk/en/uk/privacy-notice/ as updated from time to time.

What to do if you have gquestions or concerns

Further enquires on GDPR & our commitments to compliance should be addressed to privacy@smc-net.co.uk.

For independent advice about data protection, privacy and data sharing issues, you can contact the Information
Commissioner's Office (ICO). You can visit the ICO website at www.ico.org.uk or email them at
casework@ico.org.uk

Telephone numbers for the ICO are 0303 123 1113 (local rate) or 01625 545 745 if you prefer to use a national
rate number.
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The address to write to is:

Information Commissioner's Office
Wycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF
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13. Cessation of Services

Where payment due to the Company from the Customer is over by more than one month, or where the
Company has the right to termination under 6.3, SMC Service Agreement, the Company may without prejudice
to its other rights on giving 7 days written notice suspend performance of any or all of the Services to the
Customer for any or all of the Premises until payment has been made or the breach rectified.

14. ARC Suppliers

Our ARC’s are configured to accept alarm signals from all mainstream manufacturers and associated industry
protocols. Should you require further clarification or wish to connect a new device please contact us first to
check compatibility. All new devices will go through our monitoring product approval.

We do not accept the use of automated speech diallers as a form of communication path to the Alarm
Receiving Centre.

Some suppliers have different terms and conditions and interpretations to reporting times. Please check with
your preferred supplier, some of which are listed below (correct at time of publishing).

BT RedCare - http://www.redcare.bt.com/

CSL - Dualcom - http://www.csl-group.com/uk/

Risco — FreeCOM - http://www.riscogroup.co.uk/

Safelinq - http://www.safeling.com
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Term

Definition

Alarm Condition

Condition of an alarm system, or part thereof, that results from the response of the system
to the presence of a hazard.

Alarm Filtering

Procedure whereby signalled alarm conditions are intentionally delayed at the ARC and
their status reviewed for the purpose of preventing unnecessary calls to the relevant
emergency service by cancelling certain alarm conditions in line with industry standards.
It is the obligation of the Company to ensure the Customer is aware that some alarm
signals may be filtered.

Alarm Message

Message conveyed from an ARC to the relevant emergency service indicating that an
alarm condition has occurred at a protected premises, or providing supplementary
information concerning a previously reported alarm message.

Alarm Receiving Centre
(ARC)

Continuously manned remote centre to which information concerning the status of one or
more alarm systems is reported. We trade in the UK and Ireland under the following trading
names:

Security Monitoring Centres Limited

Therefore any reference to the ARC in this document may be referring to either name.

Alarm Signal Signal which, upon being received at an ARC or other remote location, identifies a
signalled alarm condition.
Alarm Transmission | Defines equipment that transmits signals to the ARC.

Equipment (ATE)

Agency or/and Agencies

An emergency service for example Police, Fire, Ambulance, Keyholding Service, etc.

Audibly Confirmed

Status in which an incident has been confirmed by an ARC Operator at a remote location
(normally an ARC), having interpreted audio information transmitted from the protected
premises, has made a decision that there is a high probability that a genuine intrusion, or
a genuine attempted intrusion, has occurred.

Confirmed Alarm

Condition that follows after two independent actions or signals have been generated from
an audible, visual, or sequential source confirming there is a high probability that a
genuine alarm has occurred.

Control and Indicating
Equipment (CIE)

Equipment for receiving, processing, controlling, indicating and initiating the onward
transmission of information.

Commissioned System

A statement used by the ARC to facilitate the connection process to ensure all the critical
data is present and the signalling system has been tested to the ARC and commissioned
by the attending engineer.

Company or Companies

Organisation that provides service and maintenance for alarm systems or who pays for
the monitoring service for example Alarm Company, National Account or End User.

Contact / Keyholder

A representative of the protected premises with authority to make changes to the ARC
response to signalled alarm conditions and/or attend the protected premises in response
to signalled alarm conditions.

Control Panel Unit (CPU)

The user interface for the alarm system.

Customer / End-user

Person or organisation utilising the services of an Alarm Company.

Disposition Reason

Reason for alarm activity

Early to Open (ETO)

A system that is unset prior to the scheduled opening time

Global System for Mobile
Communications (GSM)

A network used by some signalling devices to transport alarm conditions to the ARC.

General Packet Radio
Service (GPRS)

A network used by some signalling devices to transport alarm conditions to the ARC.

False Alert (FA)

Signalled alarm condition that without having been extended to the relevant emergency
service is regarded by the ARC as cancelled either by an open or abort, if programmed,
or mis-operation validated by the customer / end-user quoting their authorised password.

History

A table of event history, including open/close signal, alarm conditions, ARC actions and
service call out logs (where applicable).

Hold-up Alarm System
(HAS)

An alarm system that incorporates Hold-up/Panic Alarm Devices

Intruder Alarm System
(IAS)

An alarm system that is designed to detect intrusion.

In Service

A site/system placed ‘in service’ has reached a status where alarm conditions received will
be processed by the ARC.

Internet Protocol (IP)

A network used by some signalling devices to transport alarm conditions to the ARC.

SMCPCCUSO001 Issue 30.1 — April 2022

Page 62 of 105




SMC

Term Definition
Local Area Network | Local Network available to support communication suppliers to transport alarm conditions
(LAN) to the ARC.

Last Alarm Condition

The last time an alarm condition was communicated to the ARC from the protected
premises.

Late Restoral Alarm

Condition (LRAC)

An alarm condition that has not restored to its quiescent state within a predefined period.

Late to Close (LTC)

A system that remains unset after the scheduled closing time.

Line Failure/ No
Response / Line Fault /
Path Failure

A break in the communications link between the protected premises and the ARC.

MasterMind

The Alarm Receiving Centre monitoring software.

Mis-operation signal

Signal that is definitely and unambiguously identifiable at the ARC as indicating to the ARC
that the alarm system has mis-operated and therefore that the alarm signal is to be filtered
out and not extended to the relevant emergency service.

Monitoring Centre
Transceiver (MCT)

Alarm transmission equipment.

On test/off test

A mechanism for an authorised person/engineer to ask the ARC to ignore alarm conditions
during a period of time not exceeding 24hours.

Operator / Agent A member of the ARC team who may be involved in dispatch of alarm conditions or
administrative procedures.
Order The result of sending a monitoring application form to the ARC.

Out of hours (OOH)

QOut of normal working hours

Out of service (OOS)

Alarm signals received for a site/system that has been placed out of service will be ignored
until such time that instructions are received to reinstate the monitoring service.

Personal Attack/Hold Up
Alarm

A manually operated device at the protected premises, normally requiring a double input
to be activated

Paknet - Vodaphone

A network used by some signalling devices to transport alarm conditions to the ARC.

Polling

A process used to determine if the signalling system is still in place and operational.

Polling Server (PSV)

The server that is polling the communication device.

PIN (Personal
Identification number)/
Password

A unique identifier for the customer / end-user / engineer to identify themselves to the
ARC.

Protected Premises

The part of a building to which protection is afforded by an alarm system.

Public Switch Telephone
Network (PSTN)

A network used by some signalling devices to transport alarm conditions to the ARC.

Receiving Centre | Alarm transmission equipment.
Transceiver (RCT)
Remote Restore / | A process where the customer/end-user calls a Restore Management Centre, normally

Remote Reset (RR)

the ARC, to obtain a code to facilitate resetting of the alarm system.

Response Agreement

Set of instructions agreed between the ARC and the Company or End User as to the
actions to be taken in the event of an alarm signal being received by the ARC.

Restore

An alarm condition that has restored to its normal state.

Router

Multilayer switching device

Sequentially Confirmed

Status in which confirmation emanates from two or more independent sensors, detectors,
hold-up devices and/or processors, which are so configured that there is a high probability
that a genuine intrusion, or a genuine attempted intrusion, has occurred.

Signalled Alarm | State of monitoring equipment at an ARC (or other remote location) that indicates intrusion,

Condition attempted intrusion or unauthorised interference has occurred at the protected premises,
or is likely to occur.

Signalling The transmission of an alarm condition from the protected premises to a remote location.

Signalling Devices

Transmission equipment for sending alarm conditions to the ARC.

Site/Protected Premises

The location where the alarm is installed.

Status

This identifies the status of a zone and if it requires restoring.

Supervised Premises
Transceiver (SPT)

Alarm transmission equipment

Suspend Monitoring

A method to ask the ARC to ignore alarm conditions for more than 24hrs, billing continues
during this period.

System

The alarm system installed at the protected premises.

Unconfirmed Alarm

A single alarm activation, i.e. a signal that has not been designated as audibly, visually or
sequentially confirmed
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Term

Definition

Unset / Set or Open /
Close or Disarm / Armed

Varying terms used to describe if an Intruder Alarm System (IAS) is set or unset.

URN & URN Status

The Unique Reference Number (URN) issued by the Police or Fire Authorities and the

(Permit & Permit | status, for example Level 1 (On Response) authorities may attend or Level 3 withdrawn
Dispatch Status) (Off response) authorities may not attend.
User Person authorised to operate an alarm system.

Visually Confirmed

Status which is confirmed by an ARC Operator being at a remote location (normally an
ARC), after having interpreted a visual image transmitted from the protected premises,
has made a decision that there is a high probability that a genuine intrusion, or a genuine
attempted intrusion, has occurred.

Wide
(WAN)

Area  Network

External Network for communication suppliers to transport alarm conditions to the ARC.

Zones (Channels)

Segmentation of the alarm system to enable differing alarm conditions to be identified and
signalled to the ARC.

SMCPCCUSO001 Issue 30.1 — April 2022

Page 64 of 105




SMC:

16. Certification

coie /CERTIFICATE OF APPROVAL

This certifies that
SECURITY MONITORING CENTRES LTD

Trading as
CUSTODIAN MONITORING
Crocus Street
The Meadows
Nottingham
NG2 3E)

Has been assessed and satisfies the requirements of

NSI Alarm Receiving Centres

ARC GOLD
For the scope(s):

Monitoring of Intruder Alams, Monitoring of Fire Alarms.
RVRC Monitoring 85 8418 Detector Activated CCTV Systems
and other CCTV Systems used in Security Applications

Demonstrating compliance with:

85 EN ISO 9001:2015 - Quality Management Systems.
NSI Quality Schedule, NSI ARC Gold Approval Criteria
BS 78582012 - Screening of Individuals
BS 59792007 - Remote Monitoring Centres
BS 84182015 - Detector-activated CCTV Systems
for services provided

at
ALARM RECEIVING CENTRE — NOTTINGHAM

31/03/2024
Original Issue date Expiry date
01, 21
Effective date

01/04/2021
Certification Cycle Start Date

Approval Number
Date Printed 22 March 2021

0w

Certic

Certificate of approval
This certifies that

SECURITY MONITORING CENTRES LTD
Trading as
CUSTODIAN MONITORING
Crocus Street
The Meadows
Nottingham
Nottinghamshire NG2 3EJ

Has been assessed and satisfies the requirements of

CERTICCS ARC
for the scope(s):
Security Guard (Alarm Monitoring)

Security Guard (CCTV Monitoring)

Demonstrating compliance with:
15. 228:1997 - Monitoring Centres for Intruder Alarm Systems
PSA 33:2014 - CCTV Monitoring & Alarm
SR 25 - ARC Alarm Handling Procedures
for services provided

ALARM RECEIVING CENTRE ~ NOTTINGHAM

The above company is approved by

CerticCS
AN
25/06/2009 31/03/2023
Original Issue date Chief Executive Expiry date
01/04/2021
Effective date
CerticCS +44 (01628 638004
The body for Ireland o

. . I cormco e e oty o Cut 3 o e o e

I .8 a3 o 4 G COPRERon 3

Goto /CERTIFICATE OF APPROVAL

This certifies that
SECURITY MONITORING CENTRES LTD
Trading as
CUSTODIAN MONITORING
5 Canal Place, Armley Road
Leeds
LS12 20U

Has been assessed and satisfies the requirements of

NSI Alarm Receiving Centres

ARC GOLD
For the scope(s):

Monitoring of Intruder Alarms
Monitoring of Fire Alarms
Monitoring of Lone Worker Device

Demonstrating compliance with:

BS EN ISO 9001:2015 - Quality Management Systems
NSI Quality Schedule, NSI ARC Gold Approval Criteria
BS 7858:2012 - Screening of Individuals
BS 5979:2007 - Remote Monitoring Centres
BS 8484:2016 Clause 7 ~ Lone Worker
for services provided

ALARM RECEIVING CENTRE ~ LEEDS

Lot

11/07/1994 31/03/2024
Original Issue date Chief Executive Expiry date

01/04/2021
Effective date

01/04/2021
Certification Cycle Start Date

Approval Number
Oute Printed 09 March 2021

one2.
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This certifies that

SECURITY MONITORING CENTRES LTD
Trading as
REMOTE VIDEO RESPONSE
Crocus Street
The Meadows
Nottingham
NG2 3E)

Has been assessed and satisfies the requirements of

NSI Alarm Receiving Centres

ARC GOLD
For the scope(s):

Monitoring of Intruder Alarms and Monitoring of Fire Alarms
RVRC Monitoring 85 8418 Detector Activated CCTV Systems and
ather CCTV Systems used in Security Applications

Demonstrating compliance with:

85 EN ISO 9001:2015 - Quality Management Systems
NI Quality Schedule. NSI ARC Gold Approval Criteria
BS 78582012 - Screening of Individuals
85 59792007 - Remote Monitoring Centres
BS 84182015 - Detector-activated CCTV Systems.
for services provided

at
ALARM RECEIVING CENTRE — NOTTINGHAM

Pedug

28/10/2014 31/03/2024
Original Issue date Chief Exacutive Expiry date
01/04/2021

Effective date

01/04/2021
Certification Cycle Start Date uxas

0142

51616

Date Printed 04 May 2021
S Reform Road, [T
0wz
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LICENCE
Private Security Services Acts

The Private Security Authority in exercise of its powers under section 22 of the Private
Security Services Acts 2004 and 2011 hereby grants to

(G )\

Security Monitoring Centres Limited of Crocus Street, The
Meadows, Nottingham, , NG2 3EJ, United Kingdom.
trading as Custodian Monitoring Services of Crocus Street,
The Meadows, Nottingham, , NG2 3EJ, United Kingdom.

the following categories of licence:

Security Guard (Alarm Monitoring)

Security Guard (CCTV Monitoring)

This licence has been issued by the Private Security Authority
on 3 November 2020 and shall expire unless sooner
surrendered on 3 November 2022

Licence Number: 02393

Al

Crel Exccutve

2 €A
DATERTAMP
S

% 5
26, o
Lards siandsia 25

An tUdarés Slandala Priobhéidi

psa 10150

Security Industry Authority

Certificate of Approval
This is to certify that
Security Monitoring Centres Limited
tla SMC Vision
Start date End date
1 April 2022 31 March 2023

Has met the requirements of the
Security Industry Authority's
Approved Contractor Scheme

APPROVED
CONTRACTOR

In achieving approved contractor status, the SIA has approved the
abowe organisation for the activities of:

Security Guarding
Assessing Body
NS1

Aurtheriication snd futher detal s avallable on the S8 Approsad Conimacions Riognier
waew i homeo fice gov. widkoae
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PART 2 SMC VISION
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Vision

SMCPCCUSO001 Issue 30.1 — April 2022 Page 67 of 105



CONTENTS
PART 2 - SMC VISION

I [ o Yo [T 1 o1 o PP USPPPRPPR 70
2. General INTOIMATION .......iiiiiiii bbb bnnnnnnes 72
2.1 Police Response/URNSs (Unique Reference NUMDEIS) .........oveiiiiieiiiiiieiiiiee e 72
2.2 Alarm Company SECUNLY COUBS......cocuuuiieiiiiiie ittt e e aeee 72
2.3 ENd USEI SECUMLY COUERS ....eeiieiiiiiieiiieie ettt ettt ettt ettt et e s et e s ae et e s asb e e e enbe e e e e nnnee 72
A @do] o g = Tod 1o g TN o] 1 o £ 1SS PP PRUR 72
2.5 Instructing the Alarm ReCEIVING CENIIE .......cciiiiviieeiie e e e e e s e er e e e e s ennraees 73
3. CCTV OVBIVIBW ...ttt 74
3.1 Remotely Monitored CCTV INSTAllAtiONS.........ccoiuiiieiiiiie it 74
3.2 CCTV SUIVEIIANCE SYSTEIM ..oiiiiiiiieiiiiie ettt ettt e e e nbe e e e eneee 74
3.3 SYSLEM CONFIGUIALION ....eeiiiiiiieiiieii ettt ettt eb et e s e et e e s e nbr e e e e e 74
3.4 Definitions and ADDIeVIAtIONS ........ooiieiiiiiiiie e 74
RS o108 IV 1Y (o101 (o] 1 oo [RRRR PP P PP PP PPPRP 75
3.6 INStallation STANCAIAS .........eeiiiieiie e e e e s e e e e e e e e e anneeeee 75
3.7 CCTV DeSigN CONSIAEIALIONS ......cceiiieiiiiiieee ettt e ettt et e e e s e e e e e e e e s e s sanbbeeeeeaeeeaanneeees 77
3.8 Management Of CCTV SYSTEIMS .....couuiiiiiiiiee ittt ettt e et e e e e e e s e anbb e e e e e e e e s aanneeees 77
4. CCTV MoNItoring CONTIACTS ...cooeeeeeeeeeeeeeeeeeeeeee e 80
N @ YT YT USSR 80
4.2 RESPONSIDITIES ...ttt e e st e e 80
4.3 CONLraCt DOCUMENTS .....ooiiiiiiiiiiiee ettt ettt e e e e e e e e e e e e e e e e 80
5. ConNection Of CCTV SYSTEMIS ....uuuiiiiiiiiiiiiiiiiiiiiiiiiii e 81
5.1 HOW tO OrganiSe @ CONMECTION .......eiiiiiiiieiiiiie ettt ettt ettt ettt e et et e e e et e e neee 81
5.2 Preliminary TESHING .......eeieiiiiee ettt sttt a b e e s eb e e e e et e e e e nbee e e e nneee 81
5.3 MaAKING @ SYSLEM LIVE....ciiiiiiiie ittt sttt eb e e e et e e e e e 81
6. Commissioning Of INSTAlAtIONS .......uuiiiiiiiiiiiiiiiiii s 82
8.1 OVEIVIBW ..ttt ettt ekttt e e e e e oo kbbb ettt e e e e o4 a R bbb et et e e e e e o a bbb b et e e e e e e e annbbeeeeeeeeeaannnnnees 82
6.2 COMMISSIONING PrOCEUUIE......ceiiiiiiiiiiiee ettt e et e e e e e e e et e e e e e e e e s anneeees 82
6.3 COMMISSIONING REQUINEMENTS .....eiiiiiiiiiiie e e ettt e e st e e e e s e st e e e e e e s e s snneeeeeeeeeeeaannnnees 82
6.4 ACCEPLANCE OF SYSTEIM ..ottt et et e e nbae e e e e 83
7. Incident Handling OPtiONS ......uueiiii e e e e s 84
7.1 OVEIVIBW ..ttt ettt ekttt e e e+ 44 ab ettt a4 o444 a R bbbttt e e e oo e e ab bbb e e et e e e e e annbbeeeeeeeeeaannnnnees 84
7.2 MONILOMNNG OPLIONS.. ..o 84
8. CCTV INCIAENt MONITOTING covvuiiieeiitii et e e e e e e e e eaa e aeens 86
8.1 Active INCIAdeNt HANAIING ... ..uvviiiiiee i e e s e e e e e e e s e s e e e e e e s e nnneeees 86
8.2 RESPONSE PIAN......eiiiiiiiii ettt e s b e e s e bt e e e et e e e e b e e neee 86
8.3 POlICE INTEIVENTION ....eiiiiiiiee ettt e e e e ettt e e e e e s e st e e e e e e e e e e nnneeees 86
8.4 Calling ContaCtS/KEYNOIARIS.....ccooiiiiiiieeii e et e e e e 87
8.5 Al Analytic AlArm FlLEIING . .....eeeiiii i e e e e e e e e eneeee 88
8.6 Proactive CCTV MaintenNanCe CRECK ..........coiiiiiiiiiieee et 88
9. FalSE AlGIMS ..ttt a 88
LS 0 I 7= g =T - P 88
9.2 MUILIPIE FAISE ALGIMS ..ottt sttt s s e e s e bt e e s e st e e e e nbee e e e eneee 88
9.3 DisablemeENnt PrOCEAUIE .........eeiiiiieiite ettt e e e e e et e e e e e e e e e nneeees 89
9.4 TeSHNG CONUILIONS ...ceiiiiiiiiiitiii ettt e e e e ettt et e e e e e e be bt e e e e e e s e annbbeeeeeaeeeaannnreees 89

SMCPCCUSO001 Issue 30.1 — April 2022 Page 68 of 105



10. REMOLE ACCESS 10 SITB...iiiiiiiiiiiiiie e e e e e e e e et e e e e e e e eeeanes 90
10.1 Preventative MaiNtENaNCE ........cccoiiiiie et a e e a e e e 90
10.2 COrIreCtiVe MaINTENANCE ... .ceeiuviiiie ittt sieee ettt ettt e et e e st e e e sbbe e e e snabeeeesnteeeesnsbeeeesanneeeas 90
0T B Y= 11 I =T 1] T RS 90
11. ReCOrds and ReEPOITS ..uuiii e e e e e e e e e e e e e e e e e e e e e eeeenanes 91
0 I Y7 =TT 91
N B Tt V] o) = LYo (o £ 91
G B =T oo 4 £ PP P PP PRTPT PP 92
12. QUANILY CRECKS ..ot e e e e e e et e e e e e e eeeennes 92
13. SEIVICE LEVEIS ...t e e e e e e e et e e e e e e eeeeanes 93
13.1 INCIAENt RESPONSE TIME ...vviiiieeeeiiciiiieie e e e e e se ettt e e e e e e s e s e e e e e e e s s aebe e e e e aeessanstnraneeeaeeesannnnnenes 93
13.2 Local System Fault REPOIMING.......cc.uviiiiiie e e e e e e r e e e e e e s ennreees 93
13.3 TElEPNONE RESPONSE ... . aa e 93
G g odTo =T Y A Y= 1o = U o] o 93
13.5 CUStOMEr COMPIAINTS ... 93
G G Y 1Y o1 =Y o T 11V 94
R A N LAY VY (ST @ 1= Yo 1o o T 94
13.8 Adverse Weather & Unforeseen CirCUMSIANCES ........ooovvviiiiieeeiiiiiiieieee e e 94
I = L= W 0 ] (=03 10 IS 95
15. Video Verified SYSTEMIS.. ..o e e e e e eeaaaes 96
16. CeSSAtiON Of SEIVICES .ovuiiiiiiii e e e e e e e e e s 96
Appendix A — SMC Privacy Notice (“Notice”)............cccrrriiiiiii e, 97
Appendix B — Operator ASSISt PrOCESS.......cooiviiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeee e 101
Appendix C — Typical CCTV System Policy Statement...........cccooeeeeeiiiiiiiiiiinneeeenn. 102

Appendix D — Surveillance Camera Code of Practice — 12 guiding principles .... 104
Appendix E = Summary of Key changes to this document (Issue 30.1)............... 105

SMCPCCUSO001 Issue 30.1 — April 2022 Page 69 of 105



SMC)

1. Introduction
This section has been prepared exclusively for SMC Vision customers. It sets out essential information regarding
the services provided to Alarm Companies and End Users for the provision of CCTV monitoring services.

Covering both administrative and operational procedures, it is essential reading for everyone within your
organisation connected with CCTV monitoring system installation, administration, servicing and management.

This section should be read in conjunction with our standard terms and conditions and whilst we believe we have
covered all aspects of service provision, the references cannot be exhaustive and our trained staff are always
available to assist you further.

Information provided within this booklet is in accordance with BS8418 ‘Installation and remote monitoring of detector
activated CCTV systems — Code of Practice, and BS5979 ‘Code of practice for remote centres receiving signals
from security systems’.

This guide is based on and should be read in conjunction with the following reference documents;
BS8418 Installation and remote monitoring of detector activated CCTV systems - Code of practice
BS5979 Remote centres receiving signals from fire and security systems — Code of practice
BS9518:2021 Processing of alarm signals by an alarm receiving centre Code of practice

BS7958 Closed circuit television (CCTV) — Management and operation — Code of practice
BS7992 Code of practice for exterior deterrent systems

BS EN 50131-1 Alarm systems — Intrusion and Hold-up system — Part 1. System requirements

BS EN 50132-7 Alarm Systems — CCTV surveillance systems for use in security applications — Part 7: Application
Guidelines

BS8243 Installation and configuration of intruder and hold-up alarms designated to generate confirmed alarm
conditions - Code of practice

BS EN 50518:2019 Monitoring and Alarm Receiving Centre

BS8473 Intruder and hold-up alarm systems - Management of false alarms — Code of practice
BS10008 Evidential weight and legal admissibility - specification

The Criminal Procedure and Investigations Act

General Data Protection Regulations (GDPR)

The Human Rights Act

SIA — Security Industry Authority

The above references were correct at the time of going to print. SMC Vision cannot be held responsible for changes
of standards not contained within this document.

SMCPCCUSO001 Issue 30.1 — April 2022 Page 70 of 105



SMC

The SMC Vision Remote Video Response centre conforms to both BS5979 for Category Il Alarm Receiving Centres
and BS8418 for the Installation and Remote Monitoring of Detector Activated CCTV Systems. Our Quality Systems
are recognised by the NSI for the monitoring of CCTV Systems, Intruder, Hold-up and Fire Alarms.

All SMC Vision operatives are licensed under the SIA scheme for CCTV Public Space Surveillance (PSS). SMC
Vision operates the SIA Approved Contractor Scheme for all new employees and those undergoing Licence Training
and Application. For further details visit www.sia.homeoffice.gov.uk.

The Nottingham SMC is registered with the Private Security Authority in Ireland for the monitoring of Intruder Alarms
and CCTV Alarm Systems. We hold approval through CertisCS for the monitoring of Intruder Alarms in the Republic
of Ireland.
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2. General Information
2.1 Police Response/URNSs (Unique Reference Numbers)
If you are installing a Security System and you require a Police response, it is essential that you:

a. Are in receipt of the full Police 'Intruder Alarm Policy' relevant to the area in which the alarm system is to be
installed.

Appear on their Recognised List of Installers.
Are allocated a URN (Unique Reference Number) by the Police for each system installed.

Note: Where a URN has not been provided by the Alarm Company for a CCTV system, SMC Vision will not
normally pass alarm incidents to Police Authorities who require a URN.

It is the responsibility of the maintaining company to ensure that any change in status of a URN that will affect
SMC Vision’s response to alarm incidents is notified, in writing, to SMC Vision immediately.

SMC Vision need to be kept informed of the following URN status changes:

e Level 1 Issue of new URN's and reinstatement of withdrawn URN's to Level 1
e Level 3 Withdrawal of Police Response
¢ Deletion of URN's

Should a Police Authority notify us directly of a change in URN status, we will make the appropriate change to our
database and inform you in writing that a change has been made.

Where the type of alarm system does not require a URN, should we be requested and where allowed we will
endeavour to contact the Police via alternative means.

2.2 Alarm Company Security Codes

Certain information exchanged with an Alarm Company may only be carried out under a strict security discipline.
Upon receipt of your signed contract, we will allocate your company an account number and a Company Identity
Code. You will then be invited to allocate a further code for each of your engineers, which will be matched to your
unique Company Identity Code. Please ensure that Engineers are made aware of your Company ldentity Code and
their Unique Identification Number and that all the allocated digits are quoted. Information or changes over the
telephone by your company will only be made upon acceptance of the correct code.

2.3 End User Security Codes

End Users are required to use a Password to exchange information for alarm verification purposes. The customer
may choose a password of up to 30 characters of his/her own choice. The Alarm Receiving Centre is to be notified
of the security password no later than at the point of commissioning the monitored system.

NOTE: For security purposes the password should not be divulged to the Engineer.
2.4 Connection Forms

SMC Vision complies with all relevant BS and EN Quality standards. As you would expect from a conforming
Security Company, data accuracy is essential, SMC Vision therefore ask that the relevant documentation supports
all new connections to the monitoring centre; this should also include amendments to existing systems.

If you have any queries relating to the completion of an SMC Vision Connection Form, please contact our Customer
Support Team on 0844 879 1007 who will be pleased to advise you.
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2.5 Instructing the Alarm Receiving Centre

Due to the security nature of instructions and the implications of an accurate response, we would ask that all
instructions from Alarm Companies are made in writing on the appropriate form. Where End Users instructions
cannot be forwarded via the Alarm Company they should be received on company headed paper. Data changes
can also be made via TOUCH (for further information please contact our Customer Support Team on 0844 879
1007).

Emergency changes relating to Contacts, Passwords, Site and Contact Telephone Numbers or Open/Closing
Times (monitored), can be accepted directly from End Users, provided they are registered Contacts and hold
legitimate passwords.

IMPORTANT NOTE: Audit Liability
The management of data is the most critical process within SMC Vision and requires the highest level of
management control by both the Alarm Company and SMC Vision.

We strongly advise that at least once per year you carry out a critical data audit, i.e. telephone numbers, URN,
Contacts, etc.

SMC Vision do not accept liability for any loss or error that may occur as a result of:

+ Data/instructions that have not been confirmed in writing by the Alarm Company
* Where instructions have been submitted on non-SMC Vision recognised forms

*  Where the Alarm Company has not monitored the receipt of SMC Vision data change acknowledgements or has
not audited received acknowledgements for correctness
* Where incorrect entries have been made on TOUCH

For all non CCTV alarms please refer to Section 1 of this booklet.
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3. CCTV Overview
3.1 Remotely Monitored CCTV Installations

CCTV is a proven and powerful deterrent to crime, working in hand with other security disciplines to protect people
and property. CCTV Installations have been used for many years to provide enhanced surveillance of both open
and secure sites.

Historically the majority of these installations have been monitored in dedicated control rooms.

Over recent years technical development has made remote monitoring more viable. SMC Vision has invested
significantly to establish our Remote Video Response Centre which can provide a best in class service to its
customers.

CCTV surveillance systems simplistically consist of the hardware and software components of a CCTV system
installed and operated to monitor a defined security zone. Unlike early electronic CCTV surveillance systems, those
available today can be tailored to meet the requirements of specific sites. Matching of the equipment with the site
characteristics is the crucial first step at the design stage, enabling selection of the appropriate equipment. Similarly
the system can only be effective if it is efficiently monitored. Monitoring personnel need to be confident that
activations only originate from genuine intruder activity, therefore wrongly specified systems offered to clients as a
cost saving alternative to traditional guarding solutions severely damage the reputation of installers and SMC's.

3.2 CCTV Surveillance System

A typical CCTV surveillance system comprises the following component equipment:

+ Site Cameras

+ Camera control equipment

» Detection Equipment

« Communications equipment / Digital Video Recorder / Network Video Recorder
* System controls

* Audio interface

* Router

3.3 System Configuration

Details of the site installation should be provided to SMC Vision using a CCTV Connection Form (SMCFMVIS005)
and Site Plan (SMCPLVIS011).

3.4 Definitions and Abbreviations

Detector Activated Monitoring: Incident based monitoring arising from automatic detection of activity in a restricted
area causing the CCTV system to alert SMC Vision of unwanted activity on the protected site. A trained operator is
then able to review alarm images from the system and carry out a predefined response plan.

It should be noted that owing to the wide range of technology available, exact operational protocols of SMC Vision
supported equipment should be confirmed with SMC Vision prior to final specification of any system by the
installation / maintaining company.

Cameras: Units containing an imaging device that produce a video signal from an optical image.

Camera Control Equipment: Transmission and receiving devices for controlling remotely, such features as pan
/ tilt and lens functions.

Closed Period: The time between the system being set and unset at the protected site. This could be overnight or
for a weekend, could change according to site type and should always exclude periods where it may be reasonable
for the General Public to have access to the site. Special consideration should be given to vehicle dealerships.

Communicator Audio Interface: A device enabling one-or two-way audio communications. *Excludes
audio for access control purposes.

Communicator: A device enabling digital and analogue communication signals to be passed via telephone, Internet
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or radio links to and from an SMC.

Digital or Network Video Recorder (DVR or NVR): Devices installed at site and the remote monitoring station for
recording video images from site cameras.

IP: Internet Protocol

Pre-commissioning Tests: Tests carried out on site and prior to achieving connectivity with SMC Vision, to
demonstrate the effectiveness of the installed system and its suitability for acceptance by SMC Vision.

PTZ alarm driven presets: Settings of a fully functional camera unit, controlled locally, enabling the device to be
react to pre-determined alarm positions on site.

Recorder: Equipment to provide either intermittent or continuous recording of video images.

Remote Video Response Centre: A manned operation capable of receiving multiple concurrent CCTV images
from remote locations for the purpose of interacting with the site(s) to provide security and related services.

Sensors: A device installed to detect change in background conditions. This may be in the form of Passive Infrared
detectors (PIR), Active Beams or Video Analytics

Server: A device installed at SMC Vision enabling processing of alarm signals transmitted from a site installation.

System Control: A device within a secure environment enabling all equipment installed at site to be functionally
controlled.

System Control (Remote): Equipment permitting an SMC to control specific functions of a site installation.

Walk Test: A system test carried out between the on-site engineer and SMC Vision, where connectivity is initiated
from site following activation of on-site detection equipment.

3.5 CCTV Monitoring

Effective and reliable CCTV surveillance can only be achieved if the fundamental criteria of system design have
been addressed and all potentially influencing factors carefully considered.

Successful detection of intruders is dependent on minimising false / unwanted activations and the overall
operational efficiency of SMC Vision. Monitoring can be provided by:

+ A contracted monitoring service with installing company using installing company’s own RVRC
» A contracted monitoring service through installer with a RVRC operated by a subcontractor
+ A contracted monitoring service direct with independent RVRC

All three categories can generally be defined as Remote Video Response Centres.
3.6 Installation Standards

Detection systems should be installed to BS8418 and the appropriate parts of BS EN 50131, this standard
provides the requirements for intrusion systems and in addition for systems that provide an exterior deterrent the
requirements of BS7992 apply.

CCTV Systems used in security applications should be installed to the guidelines provided within BS EN 50132-
7 and BS8418.

Primary Objectives

+ Detection and Noatification

* Audio challenges

* Monitoring and response

+ Identification Resolution (personal features, vehicle number plates, where possible, regulatory conditions apply)
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* Recognition (personal features, vehicle number plates, where possible, regulatory conditions apply)
» Compliant signal recording

Considerations
* Open/ closed site

» Lighting levels

* Obstacles

» Bright lights / Glare

+ Reflections

» Direct sunlight

* Prevailing environment
+ Site management

« Air conditioning outlets
+ Detection overspill

Options / Features
* Colour / monochrome

» Pan /tilt / zoom facility
» Access Control

* Remote Control

* |IP Transmission

The rapid rate of development precludes prescriptive recommendations; however it is possible to design efficient
cost effective systems if the essential criteria are identified in advance.
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3.7 CCTV Design Considerations

The following statements contain key design considerations when specifying CCTV systems for compliance to
BS8418, this list is not exhaustive, and reference should also be made to the British Standard;

Ensure that sensors strictly relate to visible horizons. Sensor activations that cannot be related to a definitive
cause will inevitably lead to "False Alarm" comments; identification difficulties debase the entire installation
efficiency.

Restrict sensor range to covering confines of the enclosed site, ensuring that activations are not triggered by
movement from adjoining footpaths or roadways, care should be taken to ensure cameras do not overlook public
areas. If detection is triggered by passers-by or traffic outside the designed installation boundary remote
intervention will be initiated occupying valuable receiving equipment and human resources.

Sensor fields should ensure that unauthorised movements cross the beam rather than entering the field head
on.

The negative effects of the rising and setting sun both on CCTV images and PIR detectors should be carefully
assessed avoiding East-West directions as far as possible. If unavoidable, the installation of secondary detectors
oriented in a different direction and paired should be considered.

Multiple detectors connected to a single PTZ device that automatically drive cameras to preset locations should
be individually connected to the transmission alarm Input and be identified by the CCTV system. Cameras should
be programmed to return to a reference field of view linked to an appropriate sensor following completion of an
event.

PTZ cameras should ideally be considered as multiple position fixed cameras corresponding to each preset
position. It should not be possible for an intruder moving at less than 2 m/s to pass out of the field of detection
before the camera can be moved to view the area.

Camera fields of view should be optimised to ensure that identification requirements can be met, for the purposes
of verifying an event the field of view should be set to a 1.6m high target filling a minimum of 10% of the picture
height. If recognition of an intruder is an objective, then images sizes should be considered in excess of 50% of
picture height.

Entry/exit routes should be viewed by fixed cameras or a PTZ camera with its parked position viewing the
entry/exit route.

Detectors should only cause activations within the specified field of view of associated cameras.

Detectors and cameras should be suitable for the environmental conditions in which they are sited and there
should be sufficient lighting on site to illuminate the cameras field of view.

Lighting should not be positioned to directly face cameras and where timers control lighting these should be
changed to and from British Summer Time and should not create an alarm where video analytics is employed.
Where audio challenge facilities are provided, these should be audible within the protected area and should be
limited to reduce the implications of noise pollution across site boundaries.

Systems should be designed to initiate an event within 1 second of detection except where delays are introduced
by detection within an entry/exit route.

The system should send continuous video images whilst under surveillance by SMC Vision.

Video loss, tampers, line failure, power failure and failure of CCTV system within a set condition should be
signalled to SMC Vision and should be utilised as laid down in the relevant BS. Such signals should be sounded
locally during an unset condition

Setting and un-setting procedures should ensure that unwanted activations are not caused through this activity.
Therefore, automatic timed setting and un-setting carried out remotely via SMC Vision may not be suitable for
systems that are required to meet BS8418.

Where sites are classified as vehicle dealerships and are open to the public for viewing - The system should
remain isolated in those areas designated as 'open' until 10pm BST and 7PM GMT. SMC Vision reserve the
right to isolate areas outside those times.

Systems that generate alarms through legitimate entry and exit from the premises may be isolated without prior
notification.

3.8 Management of CCTV Systems

Site Management of CCTV Systems that receive, hold or process data about known persons should be carried out
in compliance with the General Data Protection Regulations (GDPR) and Human Rights Act. In addition, BS7958
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provides supplementary guidance for owners of CCTV systems installed in places where the public have a ‘right to
visit'. This includes CCTV systems where cameras view areas to which the public have access, where cameras are
sited within a public area or where cameras overlook a public area. For example;

» Places in private ownership, but where the public perceive no boundary
* Places where a public service is offered

« Public footpaths, roads, etc.

» Education establishments, hospitals.

* Sports grounds, supermarket and residential areas

The primary requirements of BS7958 are;

Objectives and Policies

The objectives of the CCTV system should be documented in writing and an example of a typical policy statement
is provided in appendix B.

Documented Procedures

Documented procedures should, for operation of the CCTV system, typically cover:
» Organisational responsibilities in connection with the system

* Administration

» Staffing and training

« Communication

« Documentation

» Control room operations, where applicable

» Access and security screening, including remote access

» Data handling and disclosure

* Observation and incident protocol

* Administration of recorded material registers

* Maintenance and faults

» Investigation, complaints, non- disclosure and disciplinary measures
» Periodic review and reporting

+ Standard forms

Warning Signs

Appropriately sized signs should be placed in and around the area where CCTV cameras are located, notifying
people of the existence of the cameras. These signs should also identify the owner / operator of the system and the
purpose or purposes for which the data may be used so people can exercise their rights under the General Data
Protection Regulations.

Signs should be placed in the proximity of the cameras so that the public are aware that they are entering a zone
that is covered by surveillance equipment. The signs should be clearly visible to members of the public.

Other operational considerations
The following recommendations are considered good practice and provide a resume of the recommendations
provided within associated British Standards;

*  Weekly checks should be made on the operational effectiveness of lighting; this can be achieved by viewing
images recorded in the hours of darkness and is the responsibility of the site manager. Facilities for remote
checks exist and can be arranged by separate negotiation. Unless contracted to provide such a service the
reporting of failed lighting should not be assumed as the responsibility of SMC Vision.

* The owner of the CCTV scheme should comply with a selection of recruitment requirements of BS7499 static
site guarding and mobile patrol procedures code of practice.

Signage is normally provided by your CCTV Installer/Maintainer.
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3.9 System Specification

Integrated communication, receiving, remote control and signal recording interfaces are available. SMC Vision
preferred systems and respective operational protocols for these technologies are available upon request.

Where Pan/Tilt/Zoom (PTZ) cameras are installed these should be set up to provide discrete coverage of
identifiable sectors referenced to stored pre-set camera position and ideally should be limited to 50M maximum
per preset.

Telemetry and transmission protocols should always be verified with SMC Vision prior to specification.

3.10 Monitoring Suspension & Reinstatement

Suspension
A method used by SMC Vision to ignore all alarm conditions for a period of more than 24 hours. All instructions
must be confirmed in writing but may be accepted over the telephone from an Authorised Company Representative
or Engineer:

e Billing will continue during the suspension period.
e SMC Vision will not allow suspensions with an end date.
e The Company must review the suspended systems weekly to ensure the suspension is still required.

Re-instatement

The instruction to reinstate a suspended system is normally required in writing but may be accepted over the
telephone from an Authorised Company Representative or Engineer.
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4. CCTV Monitoring Contracts
4.1 Overview

Arrangements for monitoring CCTV systems must be covered by the following:

. Standard Terms and Conditions (Not applicable to intruder monitoring)

1

2. CCTV Contract

3. Local Agreement System specification comprising;
* Insurance Requirements

+ Connection Documentation

» Customer Requirements

» System Record

* Police details / URN

4. SMC Vision Monitoring Quotation

4.2 Responsibilities

SMC Vision will review connections for monitoring of CCTV installations before systems are made live, it will be
verified that a current standard CCTV monitoring contract is in place and that monitoring arrangements comply with
industry standard and NPCC requirements.

Where monitoring is carried out for an Alarm Company, the alarm company is responsible for ensuring that all
applications for connection into SMC Vision are covered under the current standard CCTV Monitoring agreement
before applying to make the system live. The alarm company must also ensure that installations meet with the
client and industry standard requirements. The alarm company must notify SMC Vision of any changes to the
monitored installation in writing, failure to notify of such changes may result in inappropriate action being taken in
response to an alarm event.

Direct End Users are responsible for ensuring that all applications for connection into SMC Vision are covered by a
current standard CCTV monitoring agreement before applying to make the system live. The End User must also
ensure that installations meet with industry requirements and that SMC Vision is notified of any changes to the
monitored installation in writing, failure to notify of such changes may result in inappropriate action being taken in
response to an alarm event.

4.3 Contract Documents

Standard Monitoring Agreement: A Standard Monitoring agreement (SMCFMVIS003) details the particular
conditions applied to CCTV monitoring arrangements.

Local Agreement: This document is specific to the installation and forms the basis of an agreement between the
end user and installation / maintaining company.

Details of the site installation, response plan in the event of alarm activity and equipment installed should be
confirmed on the CCTV Connection Form (SMCFMVIS005).

The layout of the site and camera / sensor fields of view shall be identified on the Site Plan (SMCPLVIS011).

System Records identifying SMC Vision interpretation of the Connection Form, Site Plan and any standing
instructions will be retained by SMC Vision, together with a Commissioning Form (SMCFMVIS009) indicating the
outcome of the system commissioning.
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5. Connection of CCTV Systems
5.1 How to organise a connection

Monitoring connections can only be made live if contractual arrangements have been formalised.
If you wish to make a connection into SMC Vision you need to carry out the following:

+ If you do not already have a monitoring agreement with SMC Vision contact the SMC Vision Customer Service
team on 0844 879 1007 to arrange for the relevant documentation to be forwarded for signature.

« Advise SMC Vision of the intended connection date.

» Confirm that the installation complies with BS8418, an appropriate code of practice adopted by regulatory bodies
such as the NSI & SSAIB or submit a signed disclaimer statement if the installation does not comply.

« Confirm that the system has been designed to permit monitoring by transmission of CCTV images to SMC Vision.
* Complete CCTV Connection Forms.

* Prepare a Site Plan for integration into our records.

+ Agree that on completion of commissioning, control of the system, when armed, will be solely with SMC Vision.
On receipt of your notification SMC Vision will set up a system record file with the basic details which will allow you

to carry out any necessary preliminary system testing. Please allow 48 hours for processing of connection data

before attending site to conduct system commissioning. (Under exceptional circumstances will be endeavour to
process sites in a shorter time frame providing resources allow).

5.2 Preliminary Testing

Preliminary system testing should be pre-planned and the programme agreed with SMC Vision to enable a
systematic review of the site installation, communications links and monitoring characteristics.

Please note that SMC Vision will not retain records of preliminary testing.
5.3 Making a System Live

Before each system is made live SMC Vision will require signed contract documents to be in place and all system
record details must have been entered on the CCTV System Record Database including a Site Plan to enable
SMC Vision to process incoming signals.

System commissioning can only take place between 9am and 4pm Monday to Friday (excluding Bank Holidays)
unless prior arrangements have been made. NB. additional costs may be incurred for out of hours commissioning
work.

SMC Vision are not responsible for any failure to carry out correct testing of the system on site.

Commissioning of the system will be carried out in accordance with the procedure outlined in Section 6 of this

handbook. The Commissioning Record together with the Connection Form and Site Plan constitutes the specific
schedule to the Monitoring Contract.
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6. Commissioning of Installations

6.1 Overview

The primary objective of commissioning is to verify that the objectives of the system design are achievable. In
carrying out commissioning it is essential that connection to SMC Vision is made from the site and each camera /
sensor is activated and critical assessment made of the monitored images in both day and night conditions.

6.2 Commissioning Procedure

Prior to commencing commissioning a system, SMC Vision will prepare a system record file from the CCTV
Connection Form, Site Plan and the CCTV Site Commissioning Record Form.

The installer must carry out pre-commissioning tests and make appropriate adjustment / modifications to the site
installation to ensure that the final commissioning process can be carried out systematically.

Any changes to previously advised details must be confirmed prior to commissioning testing.

6.3 Commissioning Requirements

Commissioning must follow a logical progression and verify that all inventory items relevant to monitoring of the
site are tested.

The appropriate sections of BS8418 should be taken into account when commissioning a system.

Commissioning of systems should be carried out as a three-part exercise:

1. Daytime Testing

Testing all sensors linked to SMC Vision, ensuring that they are correlated with the appropriate camera, source
location display should also be tested if available

Testing all cameras linking to SMC Vision

Testing of all arming / disarming devices

Testing of camera controls (Pan/Tilt/Zoom). Camera pre-set and remote operation should be checked for the full
field of view. A reference image will be stored for finalised camera views and PTZ presets. (If preset changes
are required at any time SMC Vision must be notified)

Testing of audio links

All daytime tests should be carried out whilst the system is armed from site. Tests where connectivity is achieved
by connecting from SMC Vision to site will not be accepted as this fails to prove connectivity on alarm and verify
alignment of detector fields of view with those of the CCTV camera

Storage of reference images

2. Night-time Testing

Night checks to assess quality of image resolution & supplementary lighting (where applicable).
Storage of reference images

3. Seven Day Environmental Soak Testing

During this period the system remains under review to permit evaluation of the effects of environmental
influences as laid down in BS8418

Where isolations occur owing to unwanted alarms or false alarms with no defined cause the 7-day soak test
will be ceased and restarted after notification of rectification to SMC Vision by the installer.
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6.4 Acceptance of System

Acceptance of a system for monitoring is the sole discretion of SMC Vision.
Certification will not be issued to any system that has not completed the full 7 day soak test cycle.
Notes:
1. Only after successful completion of the commissioning process does SMC Vision contractual obligation
commence. SMC Vision will confirm acceptance by returning an acceptance certificate to the customer.
Any limitations regarding the operation of the system by SMC Vision will be identified and documented
on a soak test commissioning report.
2. Where commissioning is unsuccessful within the initial 7-day period SMC Vision will advise the Installer of

the actions required. It will remain the responsibility of the installer to effect remedial repairs and the
commissioning process is completed successfully.

SMCPCCUSO001 Issue 30.1 — April 2022 Page 83 of 105



SMC

7. Incident Handling Options
7.1 Overview

SMC Vision have the facility to log communication signals, record video data, control site equipment remotely and
communicate with sites using audio links and make natifications to emergency authorities (where permissible),
keyholders and alarm maintenance companies.

Monitoring of CCTV installations has numerous permutations, SMC Vision have standard monitoring procedures
covering each major option available. The main options are:

+ Linked with approved intruder alarm and/or hold-up alarm

* Not linked with intruder or unapproved system

« Linked with audio challenge

* Guard Tours

« Customer action / notification Instructions

* Notification of emergency authorities for compliant systems
* Notification of keyholders

» Prescribed action on failure to achieve contact

* Communication line Integrity checks

7.2 Monitoring Options

Linked with approved intruder alarm and/or hold-up alarm

It is anticipated that where a PD6662 and BS8243 compliant monitored CCTV system is linked with a police
approved intruder alarm installation, the CCTYV installation will be considered as the means of visual verification.
Confirmation of this status should be sought by the Installation / maintaining company, from the relevant police
authority.

» On receipt of an activation SMC Vision will connect to the site to ascertain a reason for the activation.

« If there is reasonable cause to believe that the activation is the result of unauthorised interference with the
security of the site or genuine activation of hold-up alarm, the operator will advise the police stating that they
have received a visually verified alarm, quoting the Unique Reference Number if allocated. Associated
keyholders will be contacted in conjunction with the relevant emergency services; keyholders are required to
attend where requested and are responsible for their safe transportation to and from the protected site.

*  Where keyholders are unavailable or will not attend, in the case of BS8418 systems issued with a URN, the
police will be updated that keyholders are not attending. In the case of a non-approved system the police will not
be called and the incident closed.

* Where it is not possible to determine whether a suspected presence is authorised, SMC Vision will follow the
response plan provided by the customer.

* Ininstances where no reason can be determined for the activation the incident will be updated on the event log
and action taken in accordance with the associated response plan.

Ifa CCTV system is to be used to supplement a PD6662/BS8243 Intruder Alarm system as confirmation technology,
the signalling path should conform to PD6662/BS8243 requirements.

Not linked with approved intruder alarm, hold-up alarm or unapproved system

Where the installation is not linked to a police approved intruder alarm and / or the CCTV system is not compliant
with PD6662/BS8243, the system will be considered simply as an aid to determine whether security at the site has
been breached.

» On receipt of an activation SMC Vision will connect to the site by the pre-described means to ascertain a reason
for the activation.
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If it is clear that a malicious incursion has occurred at the site, SMC Vision will attempt to notify (where specified
and detailed on the site response plan) the relevant Emergency Services. Should the call not be accepted by
the Emergency Services the primary contact will be informed.

Where it is not possible to determine whether a suspected presence is authorised, SMC Vision will follow the
response plan provided by the customer.

In instances where no reason can be determined for the activation the incident will be updated on the event log
as a "false alarm".

Where the initial incident has no visible cause the first alarm may subsequently have multiple activations from
the same camera in a queue requiring a response. In this situation whilst SMC Vision will endeavour to view all
alarms, the assumption will be made that these subsequent alarms will contain no visible activity, as it will be
assumed that the detection and associated CCTV camera are directly aligned. SMC Vision will therefore not

guarantee a response to activity received after the initial event.

Linked with Audio Challenge

Where audio links are in place, these can be used as a deterrent to criminals or to facilitate identification of
authorised personnel. Clear instructions on the use of audio challenges should be specified. SMC Vision will not
accept any liability for complaints arising from the use of audio challenges in residential areas.

Clearly all personnel using the site when the system is armed should be fully aware of security password
procedures.

Incorrect password exchange or failure to respond will be considered as unauthorised presence.
Guard Tours
Integrated camera position presets can be programmed to enable predetermined guard tours to be carried out.

If there is inferior picture quality or interference with field of view where appropriate the relevant parties will be
advised.

Access Control

It is not practicable to monitor closed sites with personnel present. Where authorised site access control is a feature
of the installation, it is implicit that the access control system will automatically disarm the system on first entry and
re-arm on last exit. SMC Vision will not accept any liability for incidents where personnel remain on-site during the
system set period.

Where exceptions to this arrangement are proposed prior agreement must be formally proposed and agreed with
SMC Vision.

Live testing of the system to SMC Vision without prior notification is not accepted. Failure to formally place a
system on test with SMC Vision prior to carrying out system checks could result in loss of Police response.
Additional charges may also be made to the Installation / Maintenance Company.
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8. CCTV Incident Monitoring
8.1 Active Incident Handling

Alarm Images
In the event of a detected Incident at the remote site the system should be capable of one of the following:

» Transmitting a sequence of stored images captured during the incident. SMC Vision will view these stored alarm
images before reviewing live pictures to determine the likely cause of the event

» Transmitting alarm information via text* format allowing SMC Vision to retrieve images from the site before
reviewing stored and live images to determine the likely cause of the event

Special note: Consideration should be given by the Installation / Maintenance Company as to the exact
operation of the CCTV transmission types supported by SMC, as owing to the disparate nature of the
equipment operational processes and procedures will differ greatly. Full details are available upon request
and should always be ratified prior to final system design and specification.

If no activity is determined on the alarm images, then live pictures from the same camera will be viewed to determine
if movement can be seen. If nothing can be seen then the event will be closed down and logged in the event log as
“nothing seen” (consideration should be given to section 7 of this document). Subsequent events arising from the
same alarm may not be viewed by an operator where the initial alarm is deemed as ‘nothing seen’. Where a site is
still in its commissioning process only the initial alarm will be viewed, as the stability and reliability of the system or
part of cannot be guaranteed at this point. Please note SMC Vision will not automatically guard tour a site where
nothing is seen on the alarm Image. It should also be noted that where a definitive cause of the alarm is apparent
any further activity should provide additional alerts to SMC Vision highlighting an increased risk on site.

Video Loss Signals

The CCTV system at the remote site must be capable of determining and transmitting a video loss alarm to identify
specific cameras that have become inoperable. On receipt of a video loss alarm SMC Vision will advise the site
contact or keyholders of the problem. Video loss alarms are not able to be passed to the Police unless supported
by visually confirmed alarm images. Please refer to section 2.1 for confirmation of Police response.

Video loss signals should be reported and receive action locally whilst the system is unset.
8.2 Response Plan

Specific instructions must be in place confirming the action you require SMC Vision to carry out on receipt of an
activation from the site. It is essential that these instructions are worded briefly, clearly and represent realistic
actions, recognising that these instructions have to be transcribed to the SMC Vision database and the entry
subsequently interpreted by our operators. The possibility of ambiguity in the instruction should be considered and
clarification made if appropriate.

Any updates to instructions should be passed to SMC Vision. Email to data-changes@smc-net.co.uk or by TOUCH.
Amendments should be kept to a minimum and be made during normal working hours where possible.

8.3 Police Intervention

Police Intervention is determined in accordance with the prevailing NPCC policy
URN Issuing

The issue of Unique Reference Numbers to enable Police Response to a protected site is governed by the prevailing
NPCC policy. Legislation is in place at the time of writing this document and specific applications should be made
to the Alarm Manager within the relevant Police Force.

URN applications are the sole responsibility of the Installation / Maintenance Company.

Risk Assessment

In determining Police Response to a protected site the level of risk to a site must be ascertained. In the event that
persons are seen but no actual sign of malicious act is detected, where appropriate, SMC Vision will contact the
site / Keyholder to request further instructions.
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8.4 Calling Contacts/Keyholders

There should be a minimum of two Contacts/Keyholders available 24 hours a day for seven days per week with 1
contact being a mobile telephone number as a minimum requirement, in accordance with NPCC requirements. A
24-hour keyholding service can be utilised as one of the two required Contacts/Keyholders. To maintain operational
efficiencies and to avoid extended delays in alarm response we recommend that there is a maximum of four
Keyholders.

Each Keyholder should have transport available and should reside within 20 minutes travelling distance of the
protected premises.

e We will ring for approximately 30 seconds before terminating the call during the day (0700 -1859 hours) and
proceeding through the contact list

o We will ring for approximately 60 seconds before terminating the call during the night (0000 -0659 and 1900 -
2359 hours) and proceeding through the contact list

* Inthe event of all Keyholders being unavailable, SMC Vision may take appropriate action to ensure that other
systems remain unaffected by the consequence of incorrect Keyholder data or unobtainable keyholders

* Inthe event that SMC Vision has been unable to speak to an authorised Keyholder, notification will be sent to
the contracted party, where and as soon as possible, normally next working day, stating that all Keyholders
were unavailable

* Messages will not normally be left on Answer phones for security reasons

* Once a legitimate Keyholder has been contacted, the incident will be closed. Should a Keyholder decline to
attend the premises it will be their responsibility to contact another authorised Keyholder

+ Itis recommended that Contacts have mobile communications to ensure they are available at all times and to
permit updates to be passed should the alarm status change whilst travelling to site

* The announcement of the SMC Vision telephone number to telephones that display ‘Caller 1.D.” cannot be
guaranteed

The above requirements apply to all types of alarm incident that require site attendance.
Automation of Incident Response

To improve efficiency and to provide a quicker response to alarm incidents we may use an automated process for
dialling Keyholders, this results in the SMC Vision Agent only becoming involved once a successful call is made at
the time the keyholder answers the telephone.

Please see Appendix B for details of the Operator Assist process.
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8.5 Al Analytic Alarm Filtering

SMC Vision reserve the right to implement Al/Analytic Alarm filtering packages to identify and control unwanted
and false CCTYV signal traffic. These services are provided by external suppliers and managed by SMC Vision.
Within the Al/Analytic Alarm filtering package SMC Vision reserves the right to adjust and amend internal settings
where appropriate.

8.6 Proactive CCTV Maintenance Check

SMC Vision provides a proactive CCTV maintenance check to verify the health and status of the on site
DVR/NVR. Standard default checks are —

System connection
Camera failure
Disk Recording
Recoding Duration
Time accuracy
Image integrity

Notification of these checks are sent via email and can be accessed by the provided web portal.

9. False Alarms
9.1 General

Response times are seriously degraded if servers are swamped by non-essential signals. Clearly our SMC Vision
servers cannot be configured to differentiate between spurious and genuine activations, therefore we rely on the
Installer and the End User to minimise the number of nonessential signals communicated to SMC Vision.

Our CCTV monitoring resource allocation is based on the number of activations per week per installation detailed
in the tariff / contract. SMC Vision believe that this figure provides a reasonable margin for normal operation.

9.2 Multiple False Alarms

False alarms can be generated by equipment malfunction or environmental problems such as tree foliage, animals,
loosely secured objects, passing traffic etc. Many of these activations are spasmodic and it is frequently difficult to
determine a cause. Installations generating repeated false alarms are assessed routinely and offending components
should be disabled where it is not possible to rectify the problem. A standard disablement procedure applies in these
instances permitting SMC Vision to direct resources to priority monitoring tasks.

Zone Isolation System
Isolation
3 FAin 1hr A further 3 FA within any 3 FAin 1hr
per zone subsequent hour of the (System
(1hr omission) following 24hr period suspended)
per zone (Permanent isolation)
Technology Local SMC Local SMC
Type Omission Omission Isolation Isolation MAS only
Xtralis ISDN v v
Xtralis ADSL v v
IMMIX compatible v v
RSI v

Key v =Compatible FA = False Alarms

Note: Legacy Remguard customers’ false alarm management will remain controlled from within the Aquila unit. New
systems installed using Hikvision will be control as the table above.
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9.3 Disablement Procedure

Where an installation generates excessive numbers of activations SMC Vision will either:

* Notify the end user and/or installer and request that the problem is addressed and/or advise that the alarm input
will be omitted. The omission can be for one hour (first offence) or permanent isolation where a device has
exceeded 6 alarms in any 24 hour period.

The Camera/Sensor Omission/Isolation assessment criteria are as follows;

* Any camera/sensor generating more than three false alarms in any one hour period will be omitted for a period
of one hour, where possible the subscriber (or representative) will be advised. After one hour the camera/sensor
will be returned to active status

» If the installation continues to communicate false activations, where possible, the subscriber (or representative)
will be notified of our intention to isolate the affected camera/sensor until the problem is rectified

+ Formal natification will be made in the event of malfunctioning equipment or suspected environmental effects.
Where contact details have not been provided or are out of dates notifications cannot be guaranteed

* The notification confirms actions taken and should also be used to confirm enablement authorisation and
monitoring status of the site

« Continuing false alarm generation requires remedial action and if the site problem is not rectified an additional
charge may be made for each activation in excess of the agreed contractual amount

» Where systems use Al/Analytic filtering, after an input is isolated due to false activations, a maintenance walk
test may not be required. In this instance, please contact SMC Vision who will advise next steps.

Disabling a Camera which initiates "No Video Signals"

Where necessary the camera ‘No Video Signal’ message can be disabled leaving the sensor on line. This will only
be carried out after:

+ Signals are received from a particular site indicating that the camera/sensor cannot transmit images or transmits
multiple false alarms and that these have been assessed as not being due to malicious action

* Where possible an alarm company or subscriber has been contacted and advised of the situation, SMC Vision
turn the camera/sensor off; and all details and actions have been logged.

+ Confirmation of disarming is emailed to the alarm company by using a SMC Vision fault report form

Note: Following camera/sensor disablement it is the responsibility of the Alarm Company to confirm instructions to
SMC Vision to re-enable cameras/sensors. Re-enabling devices can only be carried out during those hours pre-
determined for the commissioning of new systems. If after re-enablement a device continues to transmit false
alarms, the device may be isolated immediately and in the absence of the above process, fault notification will be
provided. Re-commissioning should be carried out using the form SMCFMVIS039.

9.4 Testing Conditions

It is imperative if a system is being tested by a customer/engineer that it is placed ‘on test’ prior to testing. This will
ensure that whilst testing, an alarm event is not passed to an ARC Agent for action and the creation of a call to the
keyholder(s) and or the emergency services in error.

Non-adherence to the testing processes below has a detrimental effect on response times for genuine events; the
ARC is unable to differentiate between genuine and non-genuine signals received. Should incidents of this nature
occur the ARC is under no obligation to investigate instances where testing protocols have not been followed.

Pre-booking a test with the ARC for a time in the future could be a security risk and should also be discouraged.

Should a system require to be placed on test for longer than 24 hours a request for suspension of service must be
made in writing as described within section 3.12.

If multiple tests are carried out by engineers and customers, care must be taken to ensure the tester does not
override the other party’s tests.
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10. Remote Access to Site

Each installation should be covered by a formal maintenance agreement with an approved installer / maintenance
company. This service agreement should provide for both preventative and corrective maintenance.

10.1 Preventative Maintenance

A planned programme of preventive maintenance and system checks prescribed in NCP104 (or equivalent) and BS
8418 should be in place. The programme should consider the overall performance of the installation, review activation
reports and camera disablement notifications.

Where the overall effectiveness of the system is dependent on the ability of an SMC Vision operator interpreting
CCTV images, a review should be carried out in relation to the end users current requirements, installed equipment
and operational history. Assessments of monitoring capability should ideally be carried out to a predetermined
schedule, which should be used to formalise the findings.

This final part of the assessment is normally in the form of a "Walk Test" carried out in conjunction with SMC Vision
whilst the system is armed from the remote site.

Service levels should be agreed in writing prior to commencement of service. Some or all checks may be carried out
automatically using smart software.

10.2 Corrective Maintenance

SMC Vision is available to assist in investigations and proving tests. These can be in the form of a "Walk Test" or
other agreed pre-determined routines. If appropriate formal records can be arranged.

10.3 Walk Testing

Routine commissioning or maintenance testing may require an "Engineers Walk Test." End Users may also require a
"Customers Walk Test" as part of their own procedures.

Full records of the walk test should be kept by both site and SMC Vision preferably using a Site Commissioning Record
Form.

In the event of any fault being identified a record of the findings will be communicated to the Alarm Company.

In order to ensure that testing is carried out in controlled conditions the following conditions should apply;
Engineer Tests

Engineers should advise SMC Vision of their arrival on site and instruct that the system should be placed on test.

Service Engineers will need to be registered as an authorised engineer with SMC Vision. Engineers should specify
the site, the extent and sequence of testing, giving as much notice as possible to enable the system record to be
brought up.

Engineer must demonstrate authorisation by password etc.
Ideally the test should follow the pre-arranged sequence.

On completion of the test SMC Vision and the onsite engineer should agree the record of test. At this point live images
will be checked against the reference images to ensure that the system is compliant to the specification at
commissioning. Where authorised or requested by the customer, new reference images will be stored to reflect
changes.

Engineers should advise SMC Vision of their Intention to leave site and instruct that the site should be taken off test.
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Customers may undertake a walk test of the system by prior arrangement with SMC Vision. Site Representative should
identify themselves by name with a relevant authorisation password and notify of their intention to test the system.

Customer Walk Test

Site Representative should advise the extent and purpose of the site walk test specifying those sensors, cameras and
audio points to be visited.

The records should be agreed and include site, engineer/site representative, password, day and date and extent of
test.

11. Records and Reports
11.1 Overview

The principal records retained by SMC Vision are;

» Activation Logs

+ CCTVimages

» Actions / Notifications / Interventions

* Voice Communications (not audio announcements)

» Disablements

* System records including changes to customer instruction

11.2 Detail of Records

Activation Logs

The time of receipt of initial activation and perceived causes will be logged against all activations as part of an auditable
activation history. A prescribed menu will be used to classify causes. All events are time and date stamped. The
maintainer/system owner should ensure accuracy of the time and dates on all equipment at the remote location.

CCTV Images

All images received at SMC Vision are recorded on digital video recording equipment. These images are stored in
digital form to hard drive. Video records are retained for a period of 31 days and may be available subject to data
release requirements of section 14.

Actions/Interventions

Whenever an assessment of activations is carried out, any remote operation of site equipment is logged.
All operator interventions are logged including camera/sensor disablement and enablement.

Voice Communications

All inbound and outbound telephone calls are recorded for training and security purposes.

Notifications

Notifications of site, keyholders, emergency authorities and alarm companies are logged, and where applicable
allocated incident numbers recorded.

Disablements

Operators have the facility to carry out disablement/enablement of cameras and sensors where these are causing
problems that are affecting the overall efficiency of SMC Vision. Where disablement is necessary the appropriate
notification should be made as detailed in section 9 of this document.

System Records and Changes to Instructions
Connection details are retained and changes to monitoring instructions are logged.
Activation Reports

Activation logs and associated actions taken are retained for 3 years. Summaries are forwarded daily to Alarm
Companies. Any changes to contact details should be notified in writing to SMC Vision.
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11.3 Reports

The following reports are available dependent upon the chosen service level:
Activation logs: Daily summaries giving time of receipt, camera activated and action taken.

Guard tour abnormal incident report: In the event of any perceived abnormal observation during a routine check on
an installation the subscriber will be advised verbally.

Camera/sensor disablement notifications: Confirming disarming of cameras/sensors when fault conditions have
occurred.

Video Image Copies: Where appropriate copies of video images received at SMC Vision can be provided. Bespoke
reporting options are available upon request.

All reasonable requests will not be subject to an administration charge however, where the request is deemed to be
excessive or manifestly unfounded, SMC reserve the right to charge a “reasonable fee” to cover the administrative
costs of complying with such requests.

12. Quality Checks

The following quality checks can be pro-actively carried out by SMC Vision and are subject to contractual and service
level agreement:

Weekly system health checks

SMC Vision will, where possible, or where specific contract arrangements have been made, remotely access the
system; each camera view will be accessed to ensure that a clear image quality can be obtained in line with the
reference images stored. SMC Vision will notify the customer by exception by email if a fault is detected.

Live Incident Quality Checks

If during the handling of an event the quality of an image is identified as poor, a fixed format notification will be issued
by email to the maintaining company advising them of the nature of the problem and requesting remedial action be
taken.

Critical Data Omissions

If during the handling of an event critical data that is required to complete the response plan is unavailable or inaccurate
(e.g. keyholder no longer valid) a fixed format notification will be issued to the maintaining company by email
requesting the supply of the missing data.
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13. Service Levels
13.1 Incident Response Time

SMC Vision categorise systems according to the standard that they are accredited to, namely;
e Type A: BS8418 - Alarm signal from systems certified to BS8418 will be prioritised.

e Type B: These systems are certified against an appropriate code of practice adopted by regulatory bodies
such as the NSI & SSAIB — For these systems SMC Vision will endeavour to action alarms in accordance with
BS5979.

Alarm activation images will be viewed, wherever possible, within the timescales defined within BS8418;
e Within 90 seconds of their arrival for 80% of activations received

e Within 180 seconds of their arrival for 98.5% of activations received

It should be noted that excessive false alarms will lead to reduction in service levels.
13.2 Local System Fault Reporting

When faults are detected on the system, in addition to any reporting at the time of the incident customers will be
notified by email the next working day.

13.3 Telephone Response

Wherever possible the monitoring station will ensure that:
* 80% of calls are answered within 15 seconds

13.4 Incident Investigation

Incident Investigation Requests

Alarm Company should formally request a detailed incident investigation, such as a request for supply of video/data
information, using a Complaint/Query Confirmation Form quoting:

* Reference Number

+ Site Name

+ Time & Date of incident

» Information required

* Reason for information request
* Value of any potential claim

All requests should be sent using form humber SMCFMVIS022
Incident Investigation Reports

Our response will provide:
» Verbal acknowledgement and interim response within 24 hours

+ Written response including video Image review with accompanying data normally within three working days (subject
to approval by the companies’ legal representative).

Video Record Retention

Recordings covering periods under investigation will be quarantined for six months from date of receipt of incident
investigation request unless advised in writing and acknowledged by SMC Vision.

13.5 Customer Complaints

Complaints received in writing will be dealt with as follows: Alarm Companies should contact SMC Vision with
information regarding the complaint.
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SMC Vision provides an interim verbal report within twenty-four hours and a full written report normally within three
working days, subject to the conditions detailed above. All communications will be sent to the primary customer unless
formal written instructions are given to the contrary.

Verbal complaints will not be responded to in any predefined process.
13.6 Event Reporting

All events recorded within a closed period will be reported where possible by email to the customer’'s nominated
contact during the next working day.

13.7 New Site Connection

A new site will be set up for commissioning within 24 hours of receipt of the completed documentation. Details of the
documentation required can be found in sections 4 and 5 of this booklet.

13.8 Adverse Weather & Unforeseen Circumstances

Operations Team

Our ARC maintains operating levels to meet normal fluctuations of alarm signal traffic and have contingency plans in
place should alarm signals reach unacceptable levels. In adverse and unforeseen circumstances, notably through
severe weather conditions, extended power / network failures or National/Global Emergencies including epidemics or
pandemics where signals received may exceed the number of operators available, the alarm queue will be managed;

= Our operators will prioritize the following high priority signals: Telecare, Fire Alarms, PA, Lone Worker and
confirmed intruder where a valid URN is in place. All other signals will be automated which means that text*
messages will be sent to keyholders informing them of any activations outside of the above priority signals.

¢ Inthe case of CCTV, subject to the volume of activations at any given time we will introduce a revised amount

of allowable false alarms to a maximum of three in an hour (false and unwanted). Once the system has
reached this limit it will be isolated and a fault report sent to the Company until the cause is resolved.

Important Actions to note:

1. Please ensure keyholders are made aware of those activations as detailed above which will be notified in text*
format.

2. Please check all keyholder details to establish which do not have a mobile number and provide us with one for
those that don’t. Updates should be made via the TOUCH portal. If you use a keyholding company this may require
you to agree with your keyholding company for them to provide a mobile phone number for this purpose.

Customer Support Team.

In line with the contingency plans above, the Customer support team could be in a position whereby remote working
capabilities are mobilised. This will enable the team to continue to access our systems for inputting changes,
updates and ordering of signaling devices. Unfortunately, due to our customer support teams working remotely from
home, waiting times on our phone lines could be longer than normal (including for data amendments), and we need
your help to prioritize the most important calls and requests. Therefore, we would ask you to please use TOUCH to
make simple changes and updates to your keyholder details. Please only contact us if you are unable to use
TOUCH.

If you do not have TOUCH, please register at www.smc-net.co.uk
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In the Event of Centre Closure:

We will endeavor to activate the following support:

¢ Remote working for customer support team;

e Operations will only action the following critical signals: Telecare, Fire Alarms, PA, Lone Worker and
confirmed intruder.

¢ Inthe case of CCTV, subject to the volume of activations at any given time we will introduce a revised
amount of allowable false alarms to a maximum of three in an hour (false and unwanted). Once the system
has reached this limit it will be isolated and a fault report sent to the Company until the cause is resolved.

¢ Non-essential services such as out-of-hours call handling may not be available.

14. Data Protection

Please refer to Appendix A for details of the SMC Privacy Notice
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15. Video Verified Systems

CCTV system installed to permit verification of conventional intruder alarms signals prior to passing alarms to the
Police has ‘video verified’ must be installed and maintained to the requirements of PD6662 and BS8243.

For remote verification purposes the key elements of BS8243 are summarised below:

Field of view:

Sequential

Confirmation:

Restricted
Access:

Alarm
Designation

Imaging devices should be sited to avoid light sources that interfere with viewing by the ARC operator.
The field of view should be illuminated so that the ARC receives a clear image.

An imaging device should view the whole area of coverage of any accompanying detector and any
area associated with a Hold-up Device.

After an alarm condition there should be a minimum of three images transmitted to the ARC, one
image at the time of the alarm condition. Subsequently, there should be two more images within 5
seconds of the alarm condition.

Intruder alarm Systems equipped with visual confirmation of intruder detection should also be
configured to generate sequentially confirmed alarms.

It should only be possible to view images from a supervised premises in a remote location,

following receipt of an alarm condition. Once the ARC has viewed images and then logged off, unless
otherwise agreed with the client, it should not be possible for the ARC to view images again until a
further alarm condition is received at the ARC.

As soon as the ARC reaches a decision, according to agreed procedures, that the images emanating
from the supervised premises are consistent with intrusion at the supervised premises, the alarm
signal should be designated as being a visually confirmed alarm signal.

If images are inconclusive the alarm signal should not be designated as being a visually confirmed
and the Control and Indicating Equipment (CIE) at the supervised premises should subsequently send
a sequentially confirmed alarm signal to the ARC should a second alarm activation occur that meets
the criteria of sequentially confirmed within the confirmation time.

ARC actions in the event of visually confirmed alarms and alarms that are designated by the ARC as
false will be as agreed with the client.

16. Cessation of Services

Where payment due to the Company from the Customer is over by more than one month, or where the Company has
the right to termination under 6.3, SMC Service Agreement, the Company may without prejudice to its other rights on
giving 7 days written notice suspend performance of any or all of the Services to the Customer for any or all of the
Premises until payment has been made or the breach rectified.
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Appendix A — SMC Privacy Notice (“Notice”)

This Privacy Notice addresses how Security Monitoring Centres Limited, Littleton Road, Ashford, Middlesex
TW15 1TZ ("SMC") may collect and process personal information from you, separate and apart from its websites
and mobile applications. The privacy notice for the SMC website is available on that particular website.

SMC interacts with individuals in a variety of ways: employees of SMC customers, contact persons of SMC
customers and end users of SMC products and services. To enable these interactions, SMC is collecting and
processing personal information. SMC has implemented technical, organizational, administrative, and physical
measures to safeguard any personal information SMC may process. As this Naotice is intended to cover a variety
of situations, some information in this Notice may not apply to you.

This Notice may be modified from time to time without prior notice. Please review this Notice on a regular
basis for any changes. The effective date of the current version appears at the end of this Notice.

What personal information might SMC collect?

The personal information that SMC collects is subject to applicable legal and contractual requirements. Because
this Notice covers a wide variety of situations, there may be data elements listed here that do not apply to your
specific situation. Please contact SMC if you have any questions.

Type of personal information

Name and salutation (such as Mr. or Mrs.)

Emergency contact information

Work contact information, including telephone number, email address, mailing address, and work location

Home address, personal email address and home telephone number, including personal mobile telephone number

Information about an individual’'s employer, including company name(s), company location(s), company address(es),
and country of incorporation

Job title, department and job function

Visitor information, including the time of arrival and departure, date, name visitor, name company, location of visits,
information regarding the vehicle for parking purposes, information required for a badge (which may include a
photograph), visitor’s signature and information necessary to maintain visitor logs and screening.

Payment and invoice-related information, including identification and bank account numbers

Information collected through a voluntary survey or promotional campaign

Record of any incident that occurs while on SMC premises

Information that may be collected as part of the execution of the contract, such as time and attendance data,
badge information, photographs, audio, video, or geolocation data used for a particular role or assignment

Government-issued identification numbers (in whole or in part), such as a tax identification number, VAT number

Information provided to facilitate a service or request assistance, such as product use or problem information

Information required to process a claim or any information that a person chooses to include in a document that is
part of a legal proceeding involving SMC

Live video images when responding to alarm triggering events, and audio recordings. Live video images and

telephone recordings.
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In case of IP connections with the SMC alarm center: IP addresses are stored.

In case of SMC’s Tracking & Tracing services: location is stored.

In case of SMC'’s video services: username / password, IP addresses and video images are stored.
For the Alarm Processing System: the log book is stored (and in some cases access information).
In case of monitoring of (ex) prisoners: criminal background info might be stored.

Information regarding health and injuries, such as disability, sickness, accident related info, and other related
information that may be part of video images, recorded conversations, and actions linked to responding to alarm
triggering events

How might SMC use the personal information it collects?

Purpose

Conducting regular business operations, including designing and developing products, managing an Enterprise Resource
Planning (ERP) system, sending invoices and collecting payment, providing payment, and providing goods and services
to customers, which may include sharing limited personal information with customers or other business partners

Providing requested products and services, which may include use of geolocation for certain applications in a known and
transparent manner

Managing communications and notices

Managing physical security, including access controls and security, facility access and safety, and disaster preparedness

Responding to alarm triggering events

Overseeing location tracking, duration, and other telematics of certain SMC assets and applications for management of
services provided, security, safety, and efficiency

Ensuring compliance with import, export, and other international trade controls, including screening for sanctioned or
restricted countries or parties

Performing audits and compliance reviews to ensure compliance with applicable policy, regulation, and law

Conducting and managing internal and external investigations, including Legal, Global Ethics & Compliance, and
International Trade Compliance reviews and any resulting disclosures to government agencies

Evaluating and reporting conflicts of interest

Addressing environmental, health, and safety issues, including injury and damage claims

Prosecuting and defending claims in litigation, arbitration, administrative, or regulatory proceedings, including but not
limited to pre-dispute activity, evidence collection, discovery, litigation holds and e-discovery efforts

Responding to law enforcement and other government inquiries

Administering of marketing, contract, joint ventures, and other business efforts, including without limitation invoice and
payment processing, project management, and customer surveys and promotions

Designing, selling, producing, and improving products

Providing customer service and support

As required or expressly authorized by applicable law or regulation

For training of SMC employees and quality purposes of SMC products and services
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— The Alarm Processing System
— For alarm processing of incoming alarms (log book is stored and in some cases access information)

in case of an alarm) and whereby the name, address and telephone number of the customer can be
provided
—  Video platforms
— To be able to assess the video images
— In case of an alarm, SMC employees and the local police can watch “live” video images
- ERP system
— For the contract administration and invoicing
— Tracking & Tracing application
—  For locating
— Teleservice application
— For handling incoming messages at the teleservices
— Archive
— For storage of the customer's file

— National Response whereby a security agency is getting orders from SMC (e.g. by checking on the location

Responding to situations involving a risk of health or safety, including an emergency and accident

With whom might SMC share the information it collects?

SMC will not sell or otherwise share your personal information outside SMC, except to:

e APigroup companies, on a strict ‘need to know’ basis (e.g. for internal audit purposes), and based on the
Binding Corporate Rules

e service providers SMC has retained to perform services on SMC behalf. SMC will only share your
personal information with service providers with whom SMC has signed a processing agreement except
as necessary to perform services on SMC behalf or to comply with legal requirements, including but not
limited to in response to a legitimate legal request from law enforcement authorities or other government
regulators;

e investigate suspected or actual illegal activity;

e prevent physical harm or financial loss; or

e support the sale or transfer of all or a portion of SMC business or assets, including through bankruptcy.

Where does SMC store your personal information?

SMC stores your Personal Information in United Kingdom. Personal Information may also be stored worldwide,
however there are Binding Corporate Rules or Data Transfer Agreements in place should the information be
shared. Further, for customer and visitor screening, the control is carried out via an automated database of one
of SMC’s service providers currently located in the United States. SMC has signed a data transfer agreement
with the service provider to guarantee the protection of the data.
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How long does SMC retain Personal Information?

SMC retains personal information for the length of time required to fulfil the purpose for which it was originally
collected and for any additional period as required by applicable law or regulation, court, administrative or
arbitration proceedings, or audit requirements.

What choices do you have about how SMC uses your personal information?

SMC will use your personal information for executing its contractual obligations towards its customers and
business partners.
You will always have a choice about whether SMC uses your personal information for direct marketing purposes.

If you have provided SMC with your personal information and would now like to request that it is no longer used
for marketing purposes, please contact privacy@smc-net.co.uk

You have the right to lodge a complaint with the Information Commissioner’s Office. You also have the right
to withdraw consent, to request access to and correction or erasure of your personal information, seek
restrictions on or object to the processing of certain personal information, and seek data portability under
certain circumstances. To contact SMC regarding the above, please email privacy@smc-net.co.uk

How can you contact SMC?

If you wish to access, correct or update your personal information, or if you have questions about SMC’s privacy
practices in general or a complaint, please email privacy@smc-net.co.uk

Last Updated: 14 January 2022
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Appendix B — Operator Assist Process

Agent assist contacts Keyholder in order and states:
“Hello. This is Security Monitoring Centres calling regarding an Alarm
Activation. Please press 1 to Accept or please press 2 to reject.”

Mo

MNone “Mo Dial tone was
"Thank you. ‘What number has
I KH's* called? you —32 " or Ans =) detected. The call wil All KH's* called?
Goodbye. been pressed? \ .
Machine now end.
1
L

“We are calling in regard to an alarm activation at (‘SiteName’). Address (‘Address’).
Postcode (‘Postcode’) which is a (“AlarmType’).Please press 1 to acknowledge the alarm
and close, press 2 to speak to an operator or press 9 if you are no longer a keyholder”

“I'm sorry, no dial tone
was detected. Please
press 1 to acknowledge
the alarm and close or
press 2 to speak to an
operatar or press 9 if you
are no longera
keyholder™.

Has a number been
pressed?

e

Has a number been
pressed?

“Thank you. You have
now been removed
and will no longer be
contacted. Goodbye.”

What number has
been pressed?

“Thank you for
2 accepting. Goodbye.”

J

Call is quewed for 20
mins and process
restarts for another
atternpt

“Thank you. We are
transferring you te
the next available
agent. Please hold.”

)

Callis transferred as
high priority to an
Agent

(w0 )

Call is que ued for 20
mins and process
restarts for another
attempt

*KH =
Keyholders
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Appendix C — Typical CCTV System Policy Statement

1.0 Owner

<Company name> has in place a CCTV surveillance system on these premises. The system is owned by <Company
name>. The <job title of person responsible for CCTV system> is responsible for operation of the system and for
ensuring compliance with this policy and may be contacted as follows: <Job Title> <Address> <Telephone> <Email>

2.0 The system

The system comprises: <insert basic details of the system — i.e. Fixed position cameras; Pan Tilt and Zoom cameras;
Monitors: Multiplexers; Video recorders designated record only; Video recorders designated play-back only, digital
recorders, Magnetic tape erasers; Public information signs; Recording tapes>.

Cameras are located at strategic points of the premises, principally at <insert location of cameras>. No camera is
hidden from view and all are prevented from focussing on adjoining premises and public areas.

Signs are prominently placed at strategic points to inform staff, visitors and members of the public that a CCTV
installation is in use.

Although every effort has been made to ensure maximum effectiveness of the system it is not possible to guarantee
that the system will detect every incident taking place within the area of coverage.

3.0 Purpose of the system

The system has been installed with the primary purpose of reducing the threat of crime generally, protecting the
premises and helping to ensure the safety of staff and visitors consistent with respect for the individuals' privacy.
These purposes will be achieved by monitoring the system to:

» deter those having criminal intent
» assist in the prevention and detection of crime
o facilitate the identification, apprehension and prosecution of offenders in relation to crime and public order
e assist in the identification of persons visiting the premises
The system will not be used for any purpose not stated above.

<Insert where applicable — At all times where the public have a right of entry the premises are designated as a “public
place” as defined under the Public Order Act, 1986 and the requirements of the Surveillance Camera Code of Practice

apply.>
4.0 Live and Stored Images

Images captured by the system will be monitored and recorded by staff having responsibilities for site security and in
addition during set periods images may be viewed and recorded by Security Monitoring Centres at the address below;

Security Monitoring Centres, Crocus Street, The Meadows, Nottingham, NG2 3EJ. Tel: 0844 879 1911

Access is restricted to authorised members of senior management, duty personnel and management, police officers
and any other person with statutory powers of entry.

5.0 Administration and Procedures

It is recognised that images are sensitive material and subject to the provisions of the General Data Protection
Regulations; the Manager responsible for the system will ensure day to day compliance with the Act. All CCTV
recordings will be handled in strict accordance with this policy and recorded images will be retained for a maximum of
31 days, excepting any specific images that are identified as providing evidential information under the purposes of
the scheme, in which case they will be held until completion of any investigations or prosecutions.

6.0 Staff

All staff having access to the CCTV system are made aware of the sensitivity of handling CCTV images and
recordings. The Company ensures that all staff are fully briefed and trained in respect of their responsibilities from the
use of CCTV and that any contracted personnel are licensed under the SIA Public Space Surveillance Guidelines.
Training in the requirements of the General Data Protection Regulations is given to all those required to have access
to CCTV recordings.

7.0 Recording

Each recording is uniquely identified and all activities associated with it are recorded in the system log up to and
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including its final erasure and disposal. The Log is kept secure and access to it is only available to authorised members
of staff.

All recordings remain the property of <Company Name> until disposal and destruction.
8.0 Access to recordings
Access to recordings will be restricted to those staff that need access in accordance with the purposes of the system.

Access to recordings by third parties

Disclosure of recorded material will only be made to third parties in strict accordance with the purposes of the system
and is limited to the following authorities:

e Law enforcement agencies where images recorded would assist in a criminal enquiry and/or the prevention
of terrorism and disorder

e Prosecution agencies

e Relevant legal representatives

e The media where the assistance of the general public is required in the identification of a victim of crime or
the identification of a perpetrator of a crime

e People whose images have been recorded and retained unless disclosure to individual would prejudice
criminal enquiries or criminal proceedings.

e Emergency services in connection with the investigation of an accident.
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Appendix D — Surveillance Camera Code of Practice — 12 guiding principles

10.

11.

12.

Use of a surveillance camera system must always be for a specified purpose which is in pursuit of a legitimate
aim and necessary to meet an identified pressing need.

The user of a surveillance camera system must take into account its effect on individuals and their privacy, with
regular reviews to ensure its use remains justified.

There must be as much transparency in the use of a surveillance camera system as possible, including a published
contact point for access to information and complaints.

There must be clear responsibility and accountability for all surveillance camera system activities including images
and information collected, held and used.

Clear rules, policies and procedures must be in place before a surveillance camera system is used, and these
must be communicated to all who need to comply with them.

No more images and information should be stored than that which is strictly required for the stated purpose of a
surveillance camera system, and such images and information should be deleted once their purposes have been
discharged.

Access to retained images and information should be restricted and there must be clearly defined rules on who
can gain access and for what purpose such access is granted; the disclosure of images and information should
only take place when it is necessary for such a purpose or for law enforcement purposes.

Surveillance camera system operators should consider any approved operational, technical and competency
standards relevant to a system and its purpose and work to meet and maintain those standards.

Surveillance camera system images and information should be subject to appropriate security measures to
safeguard against unauthorised access and use.

There should be effective review and audit mechanisms to ensure legal requirements, policies and standards are
complied with in practice, and regular reports should be published.

When the use of a surveillance camera system is in pursuit of a legitimate aim, and there is a pressing need for
its use, it should then be used in the most effective way to support public safety and law enforcement with the aim
of processing images and information of evidential value.

Any information used to support a surveillance camera system which compares against a reference database for
matching purposes should be accurate and kept up to date.

Reference: The above principles contain public sector information licensed under the Open Government Licence
v3.0 and further detail can be obtained via the following link: https://www.gov.uk/government/publications/update-to-
surveillance-camera-code/amended-surveillance-camera-code-of-practice-accessible-version
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Appendix E - Summary of Key changes to this document (Issue 30.1)

Addition Page 7 Section 1.1 Added ‘UK&I’ to SMC Monitoring Centres
Addition Page 7 Section 1.2 BS9518:2021 Processing of alarm signals by an alarm
& Page 72 Section 1 | receiving centre Code of practice
BS EN 50518:2019 Monitoring and Alarm Receiving Centre
Updated Page 8, section 1.4 Release Information - Issue 30 of this document replaces the
previous issue 29 of July 2021
Please refer to Appendix E for details of changes made to
this issue.
Addition Page 9 section 1.5 Contact details updated to include Dublin ARC
Updated Pages 14 - 17 Section 3.7 — 3.12 reordered and renumbered
Addition Page 16 section Amended wording
3.11.1
Updated Page 23 Section 5.1 | KPI No. 1. Fire — 30 seconds for 80% & 60 seconds for 98.5%
signals received
Addition Page 23 Section 5.1 | Alarm processing may be dispatched via an immediate
automated notification method, i.e. text*, email, telephone.
Addition Page 23 section 5.3 ECHO (Electronic Call Handling Operation) is approved and
utilised in conjunction with the NPCC. Full details of
associated forces can be found at www.echo.uk.net
Removed Page 32 section Section removed - 5.9.4 Tobacco Tracker™ Alarms
5.9.4
Addition Page 44 section 6.1 | Where weekly Fire Test schedules exist on the account,
please ensure that the schedule is reviewed at least annually
and any amendments are notified to the ARC.
Addition Page 57 Section Additional wording added to clarify Keyholder information
12.1 responsibilities
Updated Page 59 - 60 Contractual Obligations section updated
section12.2
Updated Page 75 Section 2.5 | Reworded reference - ‘For all non CCTV alarms please refer
to Section 1 of this booklet.’
Added Page 84 Section 6.3 | A reference image will be stored for finalised camera views
and PTZ presets.
Added Page 91 New section | 8.5 Al Analytical Filtering
Added Page 91 New section | 8.6 Proactive CCTV Maintenance Check
Added Page 92 Section 9.3 | Where systems use Al/Analytic filtering, after an input is
isolated due to false activations, a maintenance walk test may
not be required. In this instance, please contact SMC Vision
who will advise next steps.
Removed Page 101 — 107 Privacy Policy (Replaced by new Appendix A)
Removed Page 109 Appendix A — Symbols and conventions for diagrams of CCTV
Installations
Added Appendix A Privacy Notice (New Appendix)
Added Appendix B Operator Assist Process (New Appendix)
Updated Appendix B Now Appendix C — Typical CCTV System Policy Statement
Added Appendix E Summary of Key changes to this document (Issue 30.1)
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